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HH #95
What is the primary goal of a Kerberoasting attack in Active Directory?
Response:

A. To perform network reconnaissance

B. To escalate privileges by cracking service account passwords
C. To capture and decrypt user traftic

D. To gain direct access to the domain controller
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I #96
Which of'the following frameworks is commonly used in adversary emulation?
Response:

A. MITRE ATT&CK
B. NIST 800-53

C. ISO/IEC 27001
D. COBIT
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B #97
What is the primary security risk associated with lingering objects in Active Directory?
Response:

A. They can be exploited to bypass authentication mechanisms.

B. They may retain access rights that are no longer appropriate or secure.

C. They increase the size of the Active Directory database, causing performance issues.
D. They can be used to create backdoors for persistent access.
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B #98
In a C2 mfrastructure, what role does the 'stager’ play?
Response:

A. It encrypts data before exfiltration.

B. It wipes traces of activities from the infected host.

C. It establishes the mitial connection between the payload and the C2 server.
D. It perforns reconnaissance within the compromised network.
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ER #99
What is the significance of using 'domain fronting' in C2 communications?
Response:

A. Tt increases the speed of commumnication with compromised hosts.

B. It provides automatic encryption of C2 data.

C. It allows C2 traffic to blend with normal web traffic by using reputable domain names.
D. It automates the process of domain generation for C2 servers.
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