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Microsoft MD-102 Exam Syllabus Topics:

Topic Details

e Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
Topic 1 devices to Microsoft Intune.

¢ Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
Topic 2 security and management of device updates by using Intune.
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¢ Manage applications: This section covers skills to manage application implementation, manage updates,
Topic 3 and manage performance to support the performance of users to meet the needs of business organizations.

¢ Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
Topic 4 devices. It also covers methods to ensure that they meet organizational policies and security standards.
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Test MD-102 Book 100% Pass | Professional MD-102 Latest Test Experience:
Endpoint Administrator

Attending PDFTorrent, you will have best exam dumps for the certification of MD-102 exam tests. We offer you the most accurate
MD-102 exam answers that will be your key to pass the certification exam in your first try. There are the best preparation materials
for your MD- 102 Practice Test in our website to guarantee your success in a short time. Please totally trust the accuracy of
questions and answers.

Microsoft Endpoint Administrator Sample Questions (Q235-Q240):

NEW QUESTION # 235
You have a Microsoft 365 ES subscription that uses Microsoft Intune. You have the Windows 11 devices shown in the following

table.

Name Member of BitLocker Drive Encryption (BitLocker)

Devicel | Group1 Enabled

Device2 | Group1, Group3 Disabled

Device3 | Group1, %8und Enabled

You deploy the device compliance policy shown in the exhibit. (Click the Exhibit tab.)
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Basics Edit

Name
Description
Platform
Profile type

Compliance settings Ediit

Device Health

Require BitLocker

Actions for noncompliance Edit
Action

Mark device noncompliant

Scope tags Edit
Default

Assignments £dit

Included groups
Group
Groupl
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Excluded groups
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Policy?

windows 10 and later
Windows 10/11 compliance policy

Require

Schedule

Immediately

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements

Device1 will have Policy1 assigned and Will be marked as compliant.

Device2 will have Policy1 assigned and will be marked as compliant

Device3 will have Pglicyl assigned and will be marked as compliant.

NEW QUESTION # 236
You are configuring an SSTP VPN.
When you attempt to connect to the VPN, you receive the message shown in the exhibit. (Click the Exhibit tab.)
Settings - a b4
m Home VPN

[ Find a setting [ VPN Related settings

Change adapter options
Network & Internet Add a VPN connection g

+

ChfaeMdlanced shating opgiond’ o

3 Status etwork and KH:‘mr‘.q Center

e CONTOSO
60 Can't connectio CONTOSO

%3 Ethernet Windows Firewall
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certificate whigh 15 Rot trusted by the trus! prowider

7  Dial-u

P Clots Help from the web

% VPN ) Setting up a VPN
Advanced Options

@& Proxy
Allow VPN over metered networks
0 On Give feedback
Allow VPN while roaming
@ on

‘What should you do to ensure that you can connect to the VPN?

¢ A. Change the VPN type
e B. Install the root certificate
¢ C. Generate a computer certificate from the root certification authority (CA)

Answer: B

Explanation:

Error message: A certificate chain processed, but terminated in a root certificate which is not trusted by the trust provider.

We need to install a proper root certificate.

Note: Each client conputer that connects to a VNet using Point-to- Site must have a client certificate mstalled. You generate a client
certificate from the self-signed root certificate, and then export and install the client certificate. If the client certificate is not installed,
authentication fails.

Reference:

httpsz/docs.microsoft.conven-us/azure/virtual- wan/certificates-point-to- site

NEW QUESTION # 237

You have a Microsoft 365 subscription that uses Microsoft Infune Suite.

You use Microsoft Intune to manage devices.

You use Windows Autopilot to deploy Windows 11 to devices.

A support engineer reports that when a deployment fails, they cannot collect deployment logs from failed device.
You need to ensure that when a deployment fails, the deployment logs can be collected.

‘What should you configure?

e A. the device configuration profile



¢ B. the Windows Autopilot deployment profile
o (. the enroliment status page (ESP) profile
e D. the automatic enrolliment settings

Answer: C

Explanation:
httpsz/leam.microsoft.com/en-us/autopilot/enroliment-status#esp-profiles

NEW QUESTION # 238

Case Study 1 - Litware inc

General Overview

Litware, Inc. is an international manufacturing company that has 3,000 employees. The company has sales, marketing, research,
human resources (HR), development, and IT departments.

Litware has two main offices in New York and Los Angeles. Litware has five branch offices in Asia.

Existing Environment

Current Business Model

The Los Angeles office has 500 developers. The developers work flexible hours ranging from 11 AM to 10 PM.

Litware has a Microsoft Endpoint Configuration Manager deployment.

During discovery, the company discovers a process where users are emailing bank account information of its customers to internal
and external recipients.

Current Environment

The network contains an Active Directory domain that is synced to Microsoft Azure Active Directory (Azure AD). The functional
level of the forest and the domain is Windows Server 2012 R2. All domain controllers run Windows Server 2012 R2.

Litware has the computers shown in the following table.

Department/| | %ﬁ’ 't Management platform Domain-joined

Marketing 81 Endpoint Configuration Hybrid Azure-AD
Manager joined

Research 10 Endpgint Configuration Hybrid Azure-AD
Manager joined

HR 8.1 Endpoint Configuration Hybrid Azure-AD
Manager joined

Developers 10 Microsoft Intune Azure AD-joined

Sales 10 Microsoft Intune Azure AD-joined

The development department uses projects in Azire DevOps to build applications. Most of the employees in the sales department
are contractors. Each contractor is assigned a computer that runs Windows 10. At the end of each contract, the computer is
assigned to different contractor.

Currently, the computers are re-provisioned manually by the IT department.

Problem Statements

Litware identifies the following issues on the network:

- Employees in the Los Angeles office report slow Internet performance when updates are downloading, The employees also report
that the updates frequently consume considerable resources when they are installed. The Update settings are configured as shown in
the Updates exhibit. (Click the Updates button.)

- Management suspects that the source code for the proprietary applications in Azure DevOps in being shared externally.

- Re-provisioning the sales department computers is too time consuming.

Requirements

Business Goals

Litware plans to transition to co-management for all the company-owned Windows 10 computers.

Whenever possible, Litware wants to minimize hardware and software costs.

Device Management Requirements

Litware identifies the following device management requirements:

- Prevent the sales department employees from forwarding email that contains bank account information.

- Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in.

- Prevent employees in the research department from copying patented information from trusted applications to untrusted
applications.

Technical Requirements

Litware identifies the following technical requirements for the planned deployment:

- Re-provision the sales department computers by using Windows AutoPilot.

- Ensure that the projects in Azure DevOps can be accessed from the corporate network only.

- Ensure that users can sign in to the Azare AD-joined conputers by using a PIN. The PIN must expire every 30 days.



- Ensure that the company name and logo appears during the Out of Box Experience (OOBE) when using Windows AutoPilot.
Create Windows 10 update ring

o Basis (@ Update ring settings

Seddedanro s oft
Servicing channel @ | Semi-Annual Channel v |
Microsoft product updates * © Block )
Windows drivers * © Block )

Quality update deferral period (days) * © | 7 v |
Feature update deferral period (days) * © | 14 v |
Set feature update uninstall period (2 - 60 | 10 |
days) *©

User experience settings

Automatic update behavior ® Auto install at maintenance time il |
Active hours start© | 8 AM v |
Active hours end @ | 5PM b |

Restart checks O Skip )
Option to pause Windows updates © Disable )
Option to check for Windows updates @ Disable )
Require user's approval to restart outside of ( Required

work hours ®

Remind user prior to required auto-restart | Number of hours 2, 4, 8, 12, or 24 |
with dismissible reminder (hours) ®

Remind user prior to required auto-restart | Number of minutes 15, 30, or 60 |
with permanent reminder (minutes) ©

What should you configure to meet the technical requirements for the Azire AD-joined computers?

A. A password policy from the Microsoft Office 365 portal.

B. The Password Policy settings in a Group Policy object (GPO).

C. The Accounts options in an endpoint protection profile.

D. Windows Hello for Business from the Microsoft Intune blade in the Azure portal.

Answer: D

Explanation:
Ensure that users can sign in to the Azure AD-joined computers by using a PIN. The PIN must expire every 30 days.
Group Policy settings for Windows Hello for Business.



These policy settings are available in User configuration and Computer Configuration under Policies > Admmistrative Templates >
Windows Components > Windows Hello for Business.

Reference:
httpsz/docs.microsoft.com/en-us/windows/security/identity-protection/hello- for-business/hello- manage-in-organization

NEW QUESTION # 239

You implement the planned changes for Connection] and Connection2

How many VPN connections will there be for User] when the user signs into Device 1 and Devke2? To answer select the
appropriate options in the answer area.

NOTE; Each correct selection is worth one point.
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NEW QUESTION # 240

If you purchase our MD-102 preparation questions, it will be very easy for you to easily and efficiently find the exam focus. More
importantly, if you take our products into consideration, our MD-102 study materials will bring a good academic outcome for you.
At the same time, we believe that our MD-102 training quiz will be very useful for you to have high quality learning time during your

learning process.
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