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HP#78
What is a countermeasure to the web application security frame (ASF) authentication threat category?

¢ A. Cookies have expiration timestamps.

¢ B. Sensitive information is scrubbed from error messages
¢ C. Role-based access controls restrict access

¢ D. Credentials and tokens are encrypted.

Ef#: C

A :

* ASF Authentication Threats: The Web Application Security Frame (ASF) authentication category encompasses threats related to
how users and systems prove their identity to the application. This includes issues like weak passwords, compromised credentials,
and inadequate access controls.

* Role-Based Access Control (RBAC): RBAC is a well-established security principle that aligns closely with addressing
authentication threats. It mvolves assigning users to roles and granting those roles specific permissions based on the principle of least
privilege. This limits the attack surface and reduces the impact of a compromised user account.

Let's analyze the other options:

* B. Credentials and tokens are encrypted: While vital for security, encryption primarily protects data at rest or in transit. It doesn't
directly address authentication risks like brute-force attacks or weak password management.

* C. Cookies have expiration timestamps: Expiring cookies are a good practice, but their primary benefit is session management
rather than directly mitigating authentication-specific threats.

* D. Sensitive information is scrubbed from error messages: While essential for preventing information leakage, this practice doesn't
address the core threats within the ASF authentication category.

References:

* NIST Special Publication 800-53 Revision 4, Access Control (AC)

Family: (https/csrc.nist.gov/publications/detail/sp/800-53/rev-4/final) Details the importance of RBAC as a cornerstone of access
control.

* The Web Application Security Frame (ASF): (https:/patents.google.com/patent/US7818788B2/en) Outlines the ASF categories,
with authentication being one of the primary areas.

R #79
Which privacy impact statement requirement type defines processes to keep personal information updated and accurate?

A. Collection of personal information requirements
B. Personal information retention requirements

C. Access requirements

D. Data integrity requirements

IEf@E: D

R :

Data integrity requirements within a privacy impact statement ensure that personal mformation is maintained in an accurate and up-
to-date manner. This involves establishing processes to regularly review and update personal data, as well as correct any
maccuracies. These requirements are crucial for mantaining the trustworthiness of the data and ensuring that decisions made based
on this information are sound and reliable.

The Office of the Privacy Commissioner of Canada's guide on the Privacy Impact Assessment process emphasizes the importance
of accuracy and currency of personal informationl.

The European Union's General Data Protection Regulation (GDPR) outlines principles for data processing, including the necessity
for data to be accurate and kept up to date2.

The General Data Protection Regulation (GDPR) also includes provisions for data protection impact assessments, which involve


https://www.passtest.jp/WGU/Secure-Software-Design-shiken.html

documenting processes before starting data processing3.

A #80

The product development team is preparing for the production deployment of recent feature enhancements.

One morning, they noticed the amount of test data grew exponentially overnight. Most fields were filled with random characters, but
some structured query language was discovered.

Which type of security development lifecycle (SDL) tool was likely being used?

A. Threat model

B. Static analysis

C. Dynamic analysis
D. Fuzzing

Ef#: D

R -

Comprehensive and Detailed In-Depth Explanation:

The scenario described indicates that the system was subjected to inputs containing random data and some structured query
language (SQL) statements, leading to an exponential increase in test data. This behavior is characteristic of fuzzing, a testing
technique used to identify vulnerabilities by inputting a wide range of random or unexpected data into the system.

Fuzzing ains to discover coding errors and security loopholes by bombarding the application with malformed or unexpected inputs,
observing how the systemresponds. The presence of random characters and SQL statements suggests that the fizzing tool was
testing for vulnerabilities such as SQL ijection by ijecting various payloads into the system.

This approach is part of the Verification business fmction in the OWASP SAMM, specifically within the Security Testing practice.
Security testing involves evaluating the software to identify vulnerabilities that could be exploited, and fizzing is a common technique
employed in this practice to ensure the robustness and security of the application.

References:

* OWASP SAMM: Verification - Security Testing

HM #81
What is a countermeasure to the web application security frame (ASF) authentication threat category?

e A. Cookies have expiration timestamps.

¢ B. Sensitive information is scrubbed from error messages
¢ C. Role-based access controls restrict access

e D. Credentials and tokens are encrypted.

IEf: C

R :

* ASF Authentication Threats: The Web Application Security Frame (ASF) authentication category encompasses threats related to
how users and systers prove their identity to the application. This includes issues like weak passwords, compromised credentials,
and adequate access controls.

* Role-Based Access Control (RBAC): RBAC is a well-established security principle that aligns closely with addressing
authentication threats. It mvolves assigning users to roles and granting those roles specific permissions based on the principle of least
privilege. This limits the attack surface and reduces the impact of a compromised user account.

Let's analyze the other options:

* B. Credentials and tokens are encrypted: While vital for security, encryption primarily protects data at rest or in transit. It doesn't
directly address authentication risks like brute-force attacks or weak password management.

* C. Cookies have expiration timestamps: Expiring cookies are a good practice, but their primary benefit is session management
rather than directly mitigating authentication-specific threats.

* D. Sensitive information is scrubbed from error messages: While essential for preventing information leakage, this practice doesn't
address the core threats within the ASF authentication category.

References:

NIST Special Publication 800-53 Revision 4, Access Control (AC) Family: (https/csrc.nist.gov/publications
/detail/sp/800-53/rev-4/final) Details the importance of RBAC as a cornerstone of access control.

The Web Application Security Frame (ASF): (https:/patents.google.com/patent/US7818788B2/en) Outlines the ASF categories,
with authentication being one of the primary areas.



I #82
A public library needs to implement security control on publicly used computers to prevent illegal downloads.
‘Which security control would prevent this threat?

¢ A. Nonrepudiation
¢ B. Authentication
e C. Availability

e D. Integrity

IEf#: B

TR

Authentication is the most effective control for the scenario because it directly addresses who is using the public computers:

* User Identification: Authentication requires users to identify themselves (e.g,, library card, login credentials) before accessing the
computers. This links actions to specific individuals, making it easier to control unauthorized activity.

* Policy Enforcement: Combined with other controls (e.g,, content filtering), authentication enables the library to implement policies
restricting downloads. If users violate the policy, their identities can be used for consequences.

* Deterrent: Knowing they can be identified discourages users from attempting illegal downloads.

B #83
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