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Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q35-Q40):

NEW QUESTION # 35
FortiGate is operating in NAT mode and has two physical interfaces connected to the LAN and DMZ networks respectively.
Which two statements about the requirements of connected physical interfaces on FortiGate are true? (Choose two.)
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A. Both interfaces must have the interface role assigned.

B. Both interfaces must have DHCP enabled and mterfaces set to LAN and DMZ roles assigned.
C. Both interfaces must have directly connected routes on the routing table.

D. Both interfaces must have IP addresses assigned.

Answer: C,D

Explanation:
Interfaces must have directly connected routes in the routing table to forward traffic correctly.
Interfaces must have IP addresses assigned to communicate within their respective networks.

NEW QUESTION # 36
What are two features of collector agent advanced mode? (Choose two.)

A. In advanced mode, security profiles can be applied only to user groups, not individual users.

B. Advanced mode uses the Windows convention - NetBios: Domain\Username.

C. Advanced mode supports nested or inherited groups.

D. In advanced mode, FortiGate can be configured as an LDAP client and group filters can be configured on FortiGate.

Answer: C,D

Explanation:

Advanced mode supports nested or inherited groups, allowing FortiGate to recognize users that belong to subgroups within AD.
In advanced mode, FortiGate can be configured as an LDAP client and apply group filters, giving more granular control over user
authentication and authorization.

NEW QUESTION # 37
What are two features of the NGFW profile-based mode? (Choose two.)

A. NGFW profile-based mode policies support both flow nspection and proxy mnspection.

B. NGFW profile-based mode can only be applied globally and not on individual VDOMs.

C. NGFW profile-based mode supports applying applications and web filtering profiles in a firewall policy.
D. NGFW profile-based mode must require the use of central source NAT policy.

Answer: A,C

Explanation:

NGFW (Next Generation Firewall) profile-based mode in FortiGate allows policies to use both flow- based and proxy-based
nspection modes, providing flexibility depending on security and performance requirements. Additionally, profile-based mode
supports applying applications and web filtering profiles directly in a firewall policy, allowing granular control over the traffic.

NEW QUESTION # 38
Refer to the exhibit. What can you conclude from the log shown in the exhibit?

|

date=20235=0 =) l:SB logid=0100022700 type=event subtype=system level=critical
vd= “root” logdesc= “IPS session scan paused" action= “drop” msg= “IPS session scan,
enter fail open mode”

A. The IPS socket buffer is full and IPS engine needs more memory to create new sessions.
B. The IPS scan is paused by the IPS diagnostic command with bypass mode option 5.

C. The IPS socket buffer is full and IPS engine cannot decode a packet.

D. The IPS session scan is paused and reevaluating the packet because of a dirty flag.

Answer: A

Explanation:
The log message IPS session scan paused, enter fail open mode indicates that the IPS socket buffer is full, meaning the IPS engine
does not have enough memory to process new sessions.



As a result, FortiGate switches to fail-open mode, allowing traffic to pass (or temporarily dropping it) without full IPS scanning.

NEW QUESTION # 39
Refer to the exhibits.
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You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
You cannot access any of the Google applications, but you are able to access www.fortinet.com.
Which two actions would you take to resolve the issue? (Choose two.)

A. Move up Google in the Application and Filter Overrides section to set its priority lot
B. Change the Inspection mode to Flow-based

C. Set SSL inspection to deep-content inspection.

D. Add "Google".comto the URL category in the security profile.

E. Set the action for Google in the Application and Filter Overrides section to Allow

Answer: ALE

Explanation:

This explicitly permits Google applications once the higher-priority match occurs (stronger than Monitor for troubleshooting and
ensuring access).

‘Why the other options are not the best fit here:

A (deep-content inspection) can help identify more HTTPS applications, but the exhibit already shows a specific Google override
configured; the immediate issue is the override evaluation order and action.



C relates to Web Filter URL categories, but the problem is occurring under Application Control behavior/vendor overrides.

D (flow-based) is not required to fix an override priority/action conflict.

Explanation:

From the exhibits:

The firewall policy has Application Control enabled and uses certificate-nspection for SSL inspection.

The application sensor has Application and Filter Overrides with the following order (priority):

Excessive-Bandwidth with action Block

Google (vendor filter) with action Monitor

In FortiOS, Application and Filter Overrides are evaluated by priority (top-down). The first matching override is applied. If traffic
matches an earlier override with Block, it will be blocked even if a later override would Monitor/Allow it.

Why Google apps fail while www.fortinet.com works:

Many Google applications can be detected as (or can trigger) the Excessive-Bandwidth behavior/signature depending on the specific
service and traffic pattern.

Because Excessive-Bandwidth (Block) is above Google (Monitor), Google-related traffic may match the first rule and be blocked
before the Google override is evaluated.

Access to www.fortinet.com works because that traffic is not matching the Excessive-Bandwidth override.

Therefore, to resolve:

B). Move up Google in the Application and Filter Overrides section to set its priority higher This ensures Google matches the
Google override before any broader blocking override is applied.

NEW QUESTION # 40
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