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CompTIA Security+ (SY0-701) Practice Questions

Question 1

A business development team reports that files are missing from
the database system and the server log-in sereens are showing a
lock symbaol that requires users to contact an email address to
access the system and data. Which of the following attacks is the
company Tacing?

A, Roatkit

B. Ransomwara
C. Spywara

D. Bloatware

Question 2

During a security incident, the security operations team identified
sustained network traffic from a malicions IP address: 10.1.4.9. A
security analyst is creating an inbound firewall rule to block the
IP address from accessing the organization’s network. Which of
the following Tulfills this request?

A, access-list inbound deny ip source 0.0.0.0/0 destination 10.1.4.9/32

B. access-list inbound deny Ip source 10.1.4.9/32 destination 0.0.0.0/0

C. access-list inbound permit ip source 10.1.4.9/32 destination 0.0.0.0/0
D. access-list inbound permit ip source 0.0.0.0/0 destination 10.1.4.9/32

Question 3

Which of the following threat actors is the most likely to use
commuon hacking tools found on the internet to attempt to
remotely compromise an organization's web server?

A, Organized crime
B. Insider threat

C. Unskilled attacker
0. Nation-state

Question 4

A systems adminlstrator would like to set up a system that will
malke it difficult or impossible to deny that someone has
performed an action. Which of the following is the administrator
trying to accomplish?
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CompTIA SY0-701 Exam Syllabus Topics:

Topic Details

e Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and

motivations, explaining common threat vectors and attack surfaces, and outlining different types of
Topic 1 vulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and
exploring mitigation techniques used to secure enterprises against threats.

¢ Security Program Management and Oversight: Finally, this topic discusses elements of effective security

governance, the risk management process, third-party risk assessment, and management processes.
Topic 2 Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.
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¢ General Security Concepts: This topic covers various types of security controls, fundamental security
' concepts, the importance of change management processes in security, and the significance of using
Topic 3 suitable cryptographic solutions.

¢ Security Architecture: Here, you'll learn about security implications across different architecture models,

applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
Topic 4 concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

o Security Operations: This topic delves into applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing
vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses
enhancing enterprise capabilities for security, implementing identity and access management, and utilizing
automation and orchestration for secure operations.

Topic 5
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CompTIA Security+ Certification Exam Sample Questions (Q209-Q214):

NEW QUESTION # 209
Prior to implementing a design change, the change must go through muiltiple steps to ensure that it does not cause any security issues.
‘Which of the following is most likely to be one of those steps?

A. Load testing

B. Procedure updates

C. Management review

D. Maintenance notifications

Answer: C

Explanation:

Management review is a critical step in the change management process. Before implementing any design change, management
reviews help evaluate the potential impact, security implications, and alignment with organizational goals and policies. This review
ensures that the change is justified, risks are understood, and proper approvals are obtained.

Load testing is a performance test, maintenance notifications are communication steps, and procedure updates are documentation
activities - all important but generally occur after management has approved the change.

The significance of management involverment in change governance is a foundational concept in the Security Program Management
and Oversight domain of the SY0-701 exan#6:Chapter 16 CompTIA Security+ Study Guide#.

NEW QUESTION # 210
An auditor notices that, before logging into the firewall, an employee opens a document in a shared folder that contains administrative
credentials. Which of the following should the auditor recommend implementing?

A. Situational awareness
B. Operational security

C. Acceptable use policy
D. Password management

Answer: D
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Explanation:
Password management solutions securely store and manage credentials, preventing risky practices like keeping administrative
credentials in shared folders, which can lead to unauthorized access.

NEW QUESTION # 211
A company identified the potential for malicious insiders to harm the organization. Which of the following measures should the
organization implement to reduce this risk?

A. Unified threat management
B. User behavior analytics

C. Intrusion detection system
D. Web application firewall

Answer: B

Explanation:

User Behavior Analytics (UBA)is specifically designed to detectanomalous or suspicious behaviorsby users that may indicate insider
threats. UBA toolsestablish a baseline of normalbehaviorfor users and alert security teams when deviations occur (e.g., accessing
sensitive files at odd hours, downloading large volumes of data, etc.).

Malicious insiders often bypass perimeter defenses like firewalls or IDS/IPS systerms because they arelegitimate users. UBA
offersvisibility into internal behavior patterns, which is essential for detecting these threats.

Reference: CompTIA Security+ SY0-701 Objectives, Domain 2.2 - "Insider threats and behavioral analytics (e.g., UBA, UEBA)."

NEW QUESTION # 212

A company is reviewing options to enforce user logins after several account takeovers. The following conditions must be met as part
of the solution:

- Allow enmployees to work remotely or from assigned offices around the

world.

- Provide a seamiless login experience.

- Limit the amount of equipment required.

Which of'the following best meets these conditions?

A. Geotagging

B. Trusted devices
C. Time-based logins
D. Smart cards

Answer: B

Explanation:

Trusted devices allow users to log in seamlessly from devices that are already recognized and trusted by the system. It supports
remove and global access as the device does not need to be in a specific location or equipped with extra hardware. It minimizes the
need for additional equipment and provides for a streamlined login experience.

NEW QUESTION # 213
Which of the following is a technical security control?

A. Policy
B. Firewall

C. Security guard
D. Fence

Answer: B

Explanation:

Firewalls are classic examples of technical controls as they use technology to restrict or permit network traffic based on security
policies. Technical controls are implemented through hardware or software solutions.

Security guards (A) and fences (C) are physical controls, while policies (B) are administrative controls.



Technical controls like firewalls are findamental in securing network perimeters and endpoints as covered in the Security
Architecture domain#6:Chapter 3 CompTIA Security+ Study Guide#.
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