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GIAC Enterprise Incident Response Sample Questions (Q34-Q39):
NEW QUESTION # 34 
Which file in macOS stores user-specific preferences for applications?
Response:

A. /Users/Preferences
B. ~/Applications/Config
C. ~/Library/Preferences
D. /System/Preferences

Answer: C
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NEW QUESTION # 35 
In the context of containers, what does the term "namespace" refer to?
Response:

A. A virtual network
B. A type of malware
C. A storage location
D. A security boundary for resources

Answer: D

NEW QUESTION # 36 
Which protocol is used by macOS for system-wide logging and how is it accessed?
Response:

A. SMB, accessed through Terminal
B. Syslog, accessed through Console
C. NFS, accessed through System Preferences
D. ASL, accessed through Console

Answer: D

NEW QUESTION # 37 
Which technique is considered BEST for identifying data exfiltration during an ongoing incident in a large enterprise?
Response:

A. Checking the physical security logs for unauthorized access
B. Routine inventory of physical assets
C. Monitoring outbound traffic anomalies at the network perimeter
D. Regular audits of user and administrative privileges

Answer: C

NEW QUESTION # 38 
What is the primary purpose of container technology in an enterprise environment?
Response:

A. To enhance network security
B. To replace physical servers
C. To provide a virtualized operating system
D. To isolate applications and their dependencies

Answer: D

NEW QUESTION # 39
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