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H #37
Your company uses Bigtable for a user-facing application that displays a low-latency real-time dashboard.

You need to recommend the optimal storage type for this read-intensive database. What should you do?

¢ A. Recommend splitting the Bigtable instance into two instances in order to load balance the concurrent reads.
e B. Recommend solid-state drives (SSD).

¢ (. Recommend mixed storage types.

¢ D. Recommend hard disk drives (HDD).

IEf#: B

A :

if you plan to store extensive historical data for a large number of remote-sensing devices and then use the data to generate daily
reports, the cost savings for HDD storage might justify the performance tradeoff: On the other hand, if you plan to use the data to
display a real-time dashboard, it probably would not make sense to use HDD storage-reads would be much more frequent in this
case, and reads that are not scans are much slower with HDD storage.

HM #38
Your project is using Bigtable to store data that should not be accessed from the public internet under any circunstances, even if the
requestor has a valid service account key. You need to secure access to this dat a. What should you do?

A. Use Google Cloud Armor to add IP addresses to an allowlist.

B. Use VPC Service Controls to create a trusted network for the Bigtable service.
C. Use Identity and Access Management (IAM) for Bigtable access control.

D. Use customer-managed encryption keys (CMEK).

IEf#: B

fi .-
"Users can define a security perimeter around Google Cloud resources such as Cloud Storage buckets, Bigtable instances, and
BigQuery datasets to constrain data within a VPC and control the flow of data." https://cloud.google.com/vpc-service-controls

ER #39

You need to redesign the architecture of an application that currently uses Cloud SQL for PostgreSQL. The users of the application
complain about slow query response times. You want to enhance your application architecture to offer sub-millisecond query
latency. What should you do?

A. Configure Cloud SQL for PostgreSQL read replicas to offload queries.
B. Configure Firestore, and modify your application to offload queries.
C. Configure Memorystore, and modify your application to offload queries.
D. Configure Bigtable, and modify your application to offload queries.

IEf: C

AR :
"sub-millisecond latency" always involves Memorystore. Furthermore, as we are talking about a relational DB (Cloud SQL),
BigTable is not a solution to be considered.

HR #40
You are choosing a database backend for a new application. The application will ingest data points fiom [oT sensors. You need to



ensure that the application can scale up to millions of requests per second with sub-10ms latency and store up to 100 TB of history.
‘What should you do?

A. Use Bigtable, and add nodes as necessary to achieve the required throughput.

B. Use Memorystore for Memcached, and add nodes as necessary to achieve the required throughput.
C. Use Firestore, and rely on automatic serverless scaling.

D. Use Cloud SQL with read replicas for throughput.
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HE#41

You are evaluating Cloud SQL for PostgreSQL as a possible destination for your on-premises PostgreSQL instances. Geography is
becoming increasingly relevant to customer privacy worldwide. Your solution must support data residency requirements and include
a strategy to:

configure where data is stored

control where the encryption keys are stored

govern the access to data

‘What should you do?

¢ A Replicate Cloud SQL databases across different zones.

¢ B. Create a Cloud SQL for PostgreSQL instance on Google Cloud for the data that does not need to adhere to data
residency requirements. Keep the data that must adhere to data residency requirements on-premises. Make application
changes to support both databases.

e C. Use features like customer-managed encryption keys (CMEK), VPC Service Controls, and Identity and Access
Management (IAM) policies.

¢ D. Allow application access to data only if the users are in the same region as the Google Cloud region for the Cloud SQL for
PostgreSQL database.

Ef#: D
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