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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q42-
Q47):
NEW QUESTION # 42 
What are two main features in Amazon Web Services (AWS) network access control lists (NACLs)? (Choose two answers)

A. NACLs are stateless, and inbound and outbound rules are used for traffic filtering.
B. You cannot use NACLs and Security Groups at the same time.
C. The default NACL is configured to allow all traffic.
D. NACLs are tied to an instance.

Answer: A,C

Explanation:
Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:
As per theFortiOS 7.6 AWS Administration GuideandFortiWeb 7.4cloud deployment documentation, understanding the AWS
infrastructure layer is critical for integrating Fortinet virtual appliances. The two features that define AWS Network Access Control
Lists (NACLs) are:
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* Stateless Nature (Option A):Unlike Security Groups, which are stateful (automatically allowing return traffic), NACLs arestateless.
This means that if you allow inbound traffic on a specific port, you must also explicitly configure an outbound rule to allow the
response traffic to leave the subnet. NACLs evaluate inbound and outbound traffic independently.
* Default Configuration (Option C):Every VPC comes with adefault NACL. By default, this NACL is configured toallow all inbound
and outbound traffic. This is designed to ensure connectivity is not blocked until a custom security posture is defined. However, any
custom NACL created manually starts by denying all traffic until rules are added.
Why other options are incorrect:
* Option B:NACLs are associated at thesubnet level, not the instance level. Security Groups are the components tied directly to an
instance's Elastic Network Interface (ENI).
* Option D:NACLs and Security Groups providedefense-in-depthand are designed to be used simultaneously. Traffic must pass
through the NACL (subnet level) and then the Security Group (instance level) to reach its destination.

NEW QUESTION # 43 
Refer to the exhibit. An AWS administrator created a change set to examine the effects of proposed changes to the current
infrastructure.
Based on only the output shown in the exhibit, what will happen if the administrator applies these changes?

A. The PhysicalResourceIdwill remain the same.
B. CloudFormation will roll back the current stack before updating it.
C. The deployment will take place without any service interruption.
D. The resulting FortiGate instance will lose its current local users.

Answer: D

Explanation:
The change set output shows "Action": "Modify" and "Replacement": "True", meaning the FortiGate EC2 instance will be replaced
with a new one. When an EC2 instance is replaced, its existing local configurations (such as local users) are lost, unless externalized
to persistent storage or automation.

NEW QUESTION # 44 
An organization is deploying FortiDevSec to enhance security for containerized applications, and they need to ensure containers are
monitored for suspicious behavior at runtime.
Which FortiDevSec feature is best for detecting runtime threats?

A. FortiDevSec static application security testing (SAST)
B. FortiDevSec software composition analysis (SCA)
C. FortiDevSec dynamic application security testing (DAST)
D. FortiDevSec container scanner

Answer: D

NEW QUESTION # 45 
Refer to the exhibit. In your Amazon Web Services (AWS), you must allow inbound HTTPS access to the Customer VPC



FortiGate VM from the internet. However, your HTTPS connection to the FortiGate VM in the Customer VPC is not successful.
Also, you must ensure that the Customer VPC FortiGate VM sends all the outbound internet traffic through the Security VPC.
How do you correct this issue with minimal configuration changes? (Choose three.)

A. Add a route with your local internet public IP address as the destination and the transit gateway as the target.
B. Deploy an internet gateway, associate an EIP with the Customer VPC private subnet, and then add a new route with
destination 0.0.0.0/0 with the internet gateway as the target.
C. Add a route with your local internet public IP address as the destination and the internet gateway as the target.
D. Add a route to the destination 0.0.0.0/0 with the transit gateway as the target.
E. Deploy an internet gateway, attach it to the Customer VPC, and then associate an EIP with port1 of the FortiGate in the
Customer VPC.

Answer: C,D,E

Explanation:
Keep all other outbound internet traffic going from the Customer VPC FortiGate to the Security VPC via the TGW by setting
0.0.0.0/0 → TGW.
Add a specific route for your admin public IP → IGW so return traffic for HTTPS management goes directly to the internet.
Attach an Internet Gateway to the Customer VPC and assign an EIP to FortiGate port1 to allow inbound HTTPS from the internet.

NEW QUESTION # 46 
Your DevOps team is evaluating different Infrastructure as Code (IaC) solutions for deploying complex Azure environments.
What is an advantage of choosing Azure Bicep over other IaC tools available?

A. Azure Bicep requires less frequent schema updates than Azure Resource Manager (ARM) templates.
B. Azure Bicep provides immediate support for all Azure services, including those in preview.
C. Azure Bicep can reduce deployment costs by limiting resource utilization during testing.
D. Azure Bicep generates deployment logs that are optimized to improve error handling.

Answer: B

Explanation:
A key advantage of Azure Bicep is that it provides immediate support for all Azure services, including preview features, because it is
a transparent abstraction over ARM templates. This ensures that any new Azure service or property is available in Bicep as soon as
it is supported in ARM.

NEW QUESTION # 47
......
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