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Test Topics
We offer you Managing-Cloud-Security study guide with questions and answers, and you can practice it by concealing the answers,
and when you have finished practicing, you can cancel the concealment, through the way like this, you can know the deficient
knowledge for Managing-Cloud-Security exam dumps, so that you can put your attention to the disadvantages. In addition, we also
have the free demo for Managing-Cloud-Security Study Guide for you to have a try in our website. These free demos will give you a
reference of showing the mode of the complete version. If you want Managing-Cloud-Security exam dumps, just add them into your
card.

WGU Managing Cloud Security (JY02) Sample Questions (Q73-Q78):
NEW QUESTION # 73 
An organization's security architects determined that all authentication and authorization requests need to be validated before any
employee can access corporate resources. Because of this, the organization needs to implement a system that stores and manages
the employees' credential information and then validates any requests sent. Which system would allow the organization to meet the
architects' requirements?

A. Hardware security module (HSM)
B. Zero trust
C. Identity provider (IdP)
D. Bastion host

Answer: C

Explanation:
AnIdentity Provider (IdP)is a system that stores and manages identity information and validates authentication and authorization
requests. IdPs are critical in cloud and hybrid environments, supporting protocols such as SAML, OAuth, and OpenID Connect for
federated access.
An HSM manages encryption keys, not identities. Zero Trust is a security philosophy requiring continuous verification, but the
system that enforces authentication is the IdP. A bastion host provides secure administrative access but does not manage identity.
By using an IdP, organizations centralize credential management, enforce multifactor authentication, and integrate with Single Sign-
On (SSO). This reduces password fatigue, increases security, and ensures consistent access control policies across applications and
services.

NEW QUESTION # 74 
Which U.S. standard is used by federal government agencies to manage enterprise risk?

A. The National Institute of Standards and Technology (NIST) SP 800-37
B. International Organization for Standardization (ISO) 37500
C. The Statement on Standards for Attestation Engagements 18 (SSAE 18)
D. The Committee of Sponsoring Organizations (COSO) framework

Answer: A

Explanation:
Federal agencies in the U.S. rely onNIST SP 800-37, Risk Management Framework (RMF), to manage enterprise risk. RMF
provides a structured process for categorizing systems, selecting controls, implementing safeguards, assessing effectiveness,
authorizing operations, and continuous monitoring.
ISO 37500 deals with outsourcing governance, SSAE 18 governs service provider audits, and COSO is a corporate governance
framework but not specific to federal agencies.
NIST RMF is integrated with the Federal Information Security Modernization Act (FISMA) requirements, ensuring agencies
manage cybersecurity risks consistently. Its adoption is expanding beyond government into industries seeking comprehensive,
repeatable risk management processes.

NEW QUESTION # 75 
Which role in cloud computing provides products or services that interact with the primary offering of a cloud service provider?

A. Customer
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B. Cloud service developer
C. Cloud service partner
D. Regulator

Answer: C

Explanation:
A cloud service partner plays a complementary role by offering products or services that enhance or interact with the primary cloud
provider's offerings. Examples include managed service providers, value-added resellers, or software vendors that integrate their
solutions with the core infrastructure or platform of a cloud service provider.
The customer is the end user of cloud services, regulators ensure compliance with laws, and developers create applications but do
not represent an independent ecosystem role. Partners, on the other hand, extend the value of the primary offering by providing
additional tools, support, or integrations that enhance customer experience.
This ecosystem role is recognized by major cloud frameworks, such as the Cloud Security Alliance, which notes the importance of
partners in ensuring interoperability, extending services, and supporting shared responsibility. For customers, this means greater
flexibility and choice in tailoring cloud solutions to business needs.

NEW QUESTION # 76 
Which threat modeling process would a security analyst use to test a new application from a malicious actor's perspective?

A. Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privileges (STRIDE)
B. Damage, Reproducibility, Exploitability, Affected Users, and Discoverability (DREAD)
C. Architecture, Threats, Attack Surfaces, and Mitigation (ATASM)
D. Process for Attack Simulation and Threat Analysis (PASTA)

Answer: D

Explanation:
TheProcess for Attack Simulation and Threat Analysis (PASTA)is a risk-centric threat modeling methodology that explicitly focuses
on simulating real-world attacks from an adversary's perspective. Unlike STRIDE or DREAD, which classify threats and rate
severity, PASTA evaluates how an attacker would exploit vulnerabilities step by step.
PASTA has seven stages, including defining objectives, decomposing applications, and simulating attacks.
This methodology helps organizations understand both technical and business risks by looking at the application as an attacker
would.
STRIDE categorizes threats, DREAD provides scoring, and ATASM emphasizes architecture and mitigation.
While valuable, they are not primarily attack-simulation frameworks. PASTA enables proactive testing of defenses against realistic
adversary behaviors, making it especially relevant in modern cloud and DevSecOps environments.

NEW QUESTION # 77 
Which type of data sanitization should be used to destroy data on a USB thumb drive while keeping the drive intact?

A. Degaussing
B. Overwriting
C. Key revocation
D. Physical destruction

Answer: B

Explanation:
The correct approach for sanitizing a USB thumb drive while preserving its usability isoverwriting.
Overwriting involves replacing the existing data on the device with random data or specific patterns to ensure that the original
information cannot be recovered. This process leaves the physical device intact, allowing it to be reused securely.
Physical destruction, such as shredding, renders the device unusable. Degaussing only works on magnetic media like hard disks or
tapes, not on solid-state or flash-based USB drives. Key revocation applies to cryptographic keys and not to physical devices.
By using overwriting, organizations comply with data sanitization standards while balancing operational efficiency. Many tools exist
that perform multi-pass overwrites to meet regulatory requirements such as those from NIST or ISO. This ensures that sensitive data
is removed while allowing the device to remain in circulation for continued use.
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