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Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q128-Q133):
NEW QUESTION # 128 
An engineer must provide differentiated email filtering to executives within the organization Which two actions must be taken to
accomplish this task? (Choose two)

A. Create content filters for actions to take on messages that contain specific data
B. Defining the default mail policies for incoming or outgoing messages is not sufficient, as default mail policies apply to all
users and do not allow for differentiation based on user groups[4, p. 2].
C. Define the default mail policies for incoming or outgoing messages
D. Upload a csv file containing the email addresses for the users for whom you want to create mail policies.
E. Enable the content-scanning features you want to use with mail policies
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F. Define an LDAP group query to specify users to whom the mail policy rules apply.

Answer: A,F

Explanation:
Define an LDAP group query to specify users to whom the mail policy rules apply. This way, you can create a custom group of
executive users and apply different mail policies to them based on their LDAP attributes[4, p. 2].
Create content filters for actions to take on messages that contain specific data. Content filters allow you to scan the message body
and attachments for keywords, phrases, or patterns that match your criteria and perform actions such as quarantine, encrypt, or
drop the message[4, p. 7].
The other options are not valid because:
C) Uploading a csv file containing the email addresses for the users for whom you want to create mail policies is not a supported
feature of Cisco Secure Email1.
D) Enabling the content-scanning features you want to use with mail policies is not necessary, as content scanning is enabled by
default for all incoming and outgoing messages[4, p. 6].

NEW QUESTION # 129 
An engineer must configure incoming message verification using DM ARC in Cisco Secure Email Gateway.
Emails from VP@cisco.com must skip the verification Drag and drop the actions from the left into the sequence on the right to meet
the requirement.

Answer:

Explanation:

Explanation:
Create a DMARC verification profile.
Edit the global DMARC settings to bypass DMARC for VP@cisco.com
Enable DMARC Verification for the mail flow policy (select the profile).
Configure a return address for DMARC feedback reports.



NEW QUESTION # 130 
What is the default method of remotely accessing a newly deployed Cisco Secure Email Virtual Gateway when a DHCP server is
not available?

A. DHCP is required for the initial IP address assignment
B. Manual configuration of an IP address is required through the serial port before remote access
C. Use the IP address of 192.168 42 42 via the Management port
D. Manual configuration of an IP address is required through the hypervisor console before remote access

Answer: C

Explanation:
The default method of remotely accessing a newly deployed Cisco Secure Email Virtual Gateway when a DHC P server is not
available is to use the IP address of 192.168.42.42 via the Management port. This IP address is assigned by default to the
Management port of the virtual gateway and can be used to access the web user interface or the command-line interface of the
appliance. References : [Cisco Secure Email Gateway Installation and Upgrade Guide - Configuring Network Settings]

NEW QUESTION # 131 
What are two primary components of content filters? (Choose two.)

A. policies
B. subject
C. actions
D. content
E. conditions

Answer: C,E

NEW QUESTION # 132 
Which feature must be activated on a Cisco Secure Email Gateway to combat backscatter?

A. Bounce Verification
B. Bounce Profile
C. Forged Email Detection
D. Graymail Detection

Answer: A

Explanation:
To combat backscatter, which is a type of spam that consists of bounce messages sent to forged sender addresses, the administrator
must enable the Bounce Verification feature under Security Settings. This feature allows the appliance to verify whether a bounce
message is legitimate or not by checking if the original message was sent from the appliance. If not, the bounce message is
considered as backscatter and can be dropped or quarantined. Reference: [Cisco Secure Email Gateway Administrator Guide -
Configuring Bounce Verification]

NEW QUESTION # 133
......
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