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GIAC Enterprise Incident Response 58 7 GEIR & B [ /H (Q32-Q37):

H #32
What is the default directory for system logs in macOS?
Response:

e A /Library/Logs
¢ B./Systen/Logs
e C. /var/logs
e D. /etc/logs

Ef: A
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HR #33
‘Which of'the following is an example of a behavioral indicator in the context of threat hunting and incident response?
Response:

A. Known malicious IP addresses attempting to commumnicate with the network
B. Presence of an unauthorized software on the system

C. Anunusually high amount of data being uploaded froma device

D. Certificates issued by a non-trusted authority

Ef#: C

HA #34
What is the primary purpose of container technology in an enterprise environment?
Response:

A. To enhance network security

B. To provide a virtualized operating system

C. To isolate applications and their dependencies
D. To replace physical servers

H
R

: C

HP #35
Which strategy is most effective for managing large scale macOS endpoint security in an enterprise environment?
Response:

A. Allowing users full administrative privileges

B. Regular software updates and patch management

C. Mandatory use of personal iCloud accounts for data storage
D. Frequent device reformatting

M
R

: B

B #36
Select the strategies that are effective for aggregating telemetry data in a large enterprise.
Response:

A. Automated correlation and analysis tools

B. Use ofa centralized data lake

C. Deployment of distributed agents on endpoints
D. Manual collection and analysis of logs

1Ef#: A. B. C

B #37
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