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Cisco Securing Networks with Cisco Firepower 55X 300-710 5 5% [ &
(Q413-Q418):

HA #413
What is the maximum SHA level of filtering that Threat Intelligence Director supports?

A. SHA-512
B. SHA-256
C. SHA-1024
D. SHA-4096

R
®

: B

H #414
A network admmistrator needs to create a policy on Cisco Firepower to fast-path traffic to avoid Layer 7 inspection. The rate at
which traffic is inspected must be optimized. What must be done to achieve this goal?

e A Enable the FXOS for multi-instance.
¢ B. Disable TCP inspection.

e C. Configure a prefilter policy.

¢ D. Configure modular policy framework.

Ef#: C

L2
https//www.cisco.comvc/en/us/td/docs/security/firepower/6 1 0/configuration/guide/fpme-config- guide-
vol/prefiltering and prefilter policies.html

R #415
An administrator is creating interface objects to better segment their network but is having trouble adding interfaces to the objects.
What is the reason for this failure?

A. The administrator is adding an interface that is in multiple zones.
B. The administrator is adding interfaces of multiple types.

C. The nterfaces belong to nultiple interface groups.

D. The interfaces are being used for NAT for multiple networks.

EfE: C

AR :

Explanation

https//www.cisco.convc/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config-guide-v62/reusa

"All interfaces in an interface object must be of the same type: all inline, passive, switched, routed, or ASA FirePOWER. After you
create an interface object, you cannot change the type of interfaces it contains."

E R #416

A network administrator is setting up a Cisco Secure Firewall Threat Defense to peer via BGP with two ISPs. The administrator
wants traffic to certain IP ranges to prefer to come in one ISP instead of the other. What must be configured on the BGP connection
to the peer to help facilitate the requirement?

e A prefix list
e B. address map
e C. access list



e D. route map
IEf#: D

R -

A route map is the appropriate mechanismto control BGP routing preferences. It allows the administrator to define policies that can
influence route selection by modifying attributes such as weight, local preference, or AS path. To ensure traffic to specific IP ranges
prefers one ISP over another, the administrator can configure a route map to manipulate BGP attributes for those routes, such as
increasing the local preference for the desired ISP.

H #417
An organization has implemented Cisco Firepower without IPS capabilities and now wants to enable inspection for their traffic. They
need to be able to detect protocol anomalies and utilize the Snort rule sets to detect malicious behavior. How is this accomplished?

A. Modify the network discovery policy to detect new hosts to inspect.

B. Modify the access control policy to redirect interesting traffic to the engine.

C. Modify the intrusion policy to determine the minimum severity of an event to inspect.
D. Modify the network analysis policy to process the packets for inspection.

Ef#E: D
A -

Reference:
https7//www.cisco.convc/en/us/td/docs/security/firepower/670/fdnyfptd- fdm-config- guide- 670/fptd- fdmintrusion.
Html
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