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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q241-Q246):

NEW QUESTION # 241

Exhibit.

An organization has Palo Alto Networks NGFWs that send logs to remote monitoring and security management platforns The
network team has reported excessive traffic on the corporate WAN How could the Palo Alto Networks NGFW administrator
reduce WAN traffic while maintaining support for all the existing monitoring/security platforms?

A. Forward logs fiom external sources to Panorama for correlation, and fiom Panorama send themto the NGFW
B. Forward logs from firewalls only to Panorama and have Panorama forward logs to other external services.

C. Any configuration on an M-500 would address the insufficient bandwidth concerns

D. Configure log compression and optimization features on all remote firewalls

Answer: B
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NEW QUESTION # 242
What is the best definition of the Heartbeat Interval?

A. The interval during which the firewall will remain active following a link monitor failure
B. The frequency at which the HA peers exchange ping

C. The frequency at which the HA peers check link or path availability

D. The interval in milliseconds between hello packets

Answer: B

Explanation:

Explanation

"A "heartbeat-interval" CLI command was added to the election settings for HA, this interval has a 1000ms minimum for all Palo
Alto Networks platforms and is an [CMP ping to the other device through the HA control

Iink."https://knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000CIMaCAK

NEW QUESTION # 243
Which two features can be used to tag a username so that it is included in a dynamic user group?
(Choose two.)

A. User-ID Windows-based agent
B. XML API

C. log forwarding auto-tagging

D. GlobalProtect agent

Answer: A,.B

NEW QUESTION # 244
While troubleshooting an SSL Forward Proxy decryption issue which PAN-OS CLI command would you use to check the details
of the end-entity certificate that is signed by the Forward Trust Certificate or Forward Untrust Certificate?

A. show system setting ssl-decrypt certs

B. debug dataplane show ssl-decrypt ssl-stats

C. show systen setting ssl-decrypt certificate

D. show systea setting ssl-decrypt certificate-cache

Answer: C

NEW QUESTION # 245
A client is concerned about web shell attacks against their servers.
Which profile will protect the individual servers?

A. DoS Protection profile
B. Antivirus profile

C. Anti-Spyware profile
D. Zone Protection profile

Answer: C

Explanation:
Web shell attacks are part of the Spyware Signatures.
https7/docs.paloaltonetworks.comypan-os/10- 1 /pan-os-admin/threat-prevention/threat- signatures

NEW QUESTION # 246
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