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NEW QUESTION # 59
Which of the following utilities supports the automation of security compliance and vulnerability management?
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A. AIDE

B. SELinux

C. OpenSCAP
D. Nmap

Answer: C

Explanation:
OpenSCAP is a framework that automates security compliance checking and vulnerability management by using standardized
security content (SCAP). It helps administrators enforce policies and detect vulnerabilities.

NEW QUESTION # 60
A systers administrator needs to validate that the dm_multipathdriver was loaded in a Linux system. Which of the following
commands should the admmistrator use?

A. insmod | grep dm_multipath

B. modprobe | grep dm_muiltipath
C. Ismod | grep dm nultipath

D. modinfo | grep dm_multipath

Answer: C

Explanation:
Ismodlists currently loaded kernel modules; piping to grep dm nuiltipathconfirms whether that specific driver is active in the running
kernel.

NEW QUESTION # 61
A Linux admmnistrator needs to analyze a compromised disk for traces of malware. To complete the analysis, the admmnistrator wants
to make an exact, block-level copy of the disk. Which of the following commands accomplishes this task?

A. dd if=/dev/sdc of=/tmp/image bs=8192
B. cpio -i/dev/sdc -ov /tmp/image

C. cp -1p /dev/sdc/* /tmp/image

D. tar cvzf Amp/image /dev/sdc

Answer: A

Explanation:
The dd command performs a low-level, block-by-block copy of a device. Using if=/dev/sdc (input file) and of=/tmp/image (output
file) with a block size (bs) ensures an exact replica of the disk, suitable for forensic analysis.

NEW QUESTION # 62
A systens technician needs to install a third-party software package. Which of the following commands would allow the technician
to download this software package froma remote server?

A. telnet
B. netstat
C. wget
D.nc

Answer: C
Explanation:

weet is specifically designed to download files from remote servers using HTTP, HTTPS, or FTP protocols, making it the
appropriate command for retrieving software packages.

NEW QUESTION # 63



Which of the following is the main reason for setting up password expiry policies?

A. To avoid using the same passwords repeatedly
B. To mitigate the use of exposed passwords

C. To increase password strength and conplexity
D. To force usage of passwordless authentication

Answer: B

Explanation:
Password expiry policies ensure that even if a password has been compromised, its period of validity is limited, reducing the risk of
long-term unauthorized access.
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