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Our SCS-C02 valid practice questions are designed by many experts in the field of qualification examination, from the user's point of
view, combined with the actual situation of users, designed the most practical SCS-C02 learning materials. We believe that no one
will spend all their time preparing for SCS-C02 Exam, whether you are studying professional knowledge, or all of which have to
occupy your time to review the exam. Using the SCS-C02 test prep, you will find that you can grasp the knowledge what you need
in the exam in a short time.

Amazon AWS Certified Security - Specialty Sample Questions (Q375-Q380):
NEW QUESTION # 375 
A security team is using Amazon EC2 Image Builder to build a hardened AMI with forensic capabilities. An AWS Key
Management Service (AWS KMS) key will encrypt the forensic AMI EC2 Image Builder successfully installs the required patches
and packages in the security team's AWS account. The security team uses a federated IAM role m the same AWS account to sign
in to the AWS Management Console and attempts to launch the forensic AMI. The EC2 instance launches and immediately
terminates.
What should the security learn do lo launch the EC2 instance successfully

A. Update the policy that is associated with the KMS key that is used to encrypt the forensic AMI.
Configure the policy to allow the kms. Encrypt and kms Decrypt actions for the federated IAM role.
B. Update the policy that is associated with the federated IAM role to allow the kms. DescribeKey action for the KMS key
that is used to encrypt the forensic AMI.
C. Update the policy that is associated with the federated IAM role to allow the ec2 Start Instances action m the security
team's AWS account.
D. Update the policy that is associated with the federated IAM role to allow the ec2. Describelmages action for the forensic
AMI.

Answer: A

Explanation:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-i

NEW QUESTION # 376 
A security engineer needs to detect malware on Amazon Elastic Block Store (Amazon EBS) volumes that are attached to Amazon
EC2 instances.
Which solution will meet this requirement?

A. Enable Amazon Inspector Configure deep inspection of the EC2 instances Run an on-demand scan of the EC2 instances.
B. Enable Amazon Inspector Configure agentless scanning for the EC2 instances.
C. Enable Amazon GuardDuty Configure Runtime Monitoring Enable the automated agent configuration for the EC2
instances.
D. Enable Amazon GuardDuty Configure Matware Protection for EC2 Run an on-demand malware scan of the EC2
instances.

Answer: D

NEW QUESTION # 377 
A company's security engineer wants to receive an email alert whenever Amazon GuardDuty, AWS Identity and Access
Management Access Analyzer, or Amazon Made generate a high-severity security finding. The company uses AWS Control Tower
to govern all of its accounts. The company also uses AWS Security Hub with all of the AWS service integrations turned on.
Which solution will meet these requirements with the LEAST operational overhead?

A. Host an application on Amazon EC2 to call the GuardDuty, 1AM Access Analyzer, and Macie APIs. Within the
application, use the Amazon Simple Notification Service (Amazon SNS) API to retrieve high-severity findings and to send the
findings to an SNS topic. Subscribe the desired email addresses to the SNS topic.
B. Set up separate AWS Lambda functions for GuardDuty, 1AM Access Analyzer, and Macie to call each service's public
API to retrieve high-severity findings. Use Amazon Simple Notification Service (Amazon SNS) to send the email alerts.
Create an Amazon EventBridge rule to invoke the functions on a schedule.
C. Create an Amazon EventBridge rule with a pattern that matches AWS Control Tower events with high severity. Configure
the rule to send the findings to a target Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the desired email
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addresses to the SNS topic.
D. Create an Amazon EventBridge rule with a pattern that matches Security Hub findings events with high severity. Configure
the rule to send the findings to a target Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the desired email
addresses to the SNS topic.

Answer: D

Explanation:
The AWS documentation states that you can create an Amazon EventBridge rule with a pattern that matches Security Hub findings
events with high severity. You can then configure the rule to send the findings to a target Amazon Simple Notification Service
(Amazon SNS) topic. You can subscribe the desired email addresses to the SNS topic. This method is the least operational
overhead way to meet the requirements.

NEW QUESTION # 378 
Amazon GuardDuty has detected communications to a known command and control endpoint from a company's Amazon EC2
instance. The instance was found to be running a vulnerable version of a common web framework. The company's security
operations team wants to quickly identity other compute resources with the specific version of that framework installed.
Which approach should the team take to accomplish this task?

A. Scan all the EC2 instances for noncompliance with IAM Config. Use Amazon Athena to query IAM CloudTrail logs for
the framework installation
B. Scan an the EC2 instances with IAM Resource Access Manager to identify the vulnerable version of the web framework
C. Scan all the EC2 instances with the Amazon Inspector Network Reachability rules package to identity instances running a
web server with RecognizedPortWithListener findings
D. Scan all the EC2 instances with IAM Systems Manager to identify the vulnerable version of the web framework

Answer: D

Explanation:
To quickly identify other compute resources with the specific version of the web framework installed, the team should do the
following:
Scan all the EC2 instances with AWS Systems Manager to identify the vulnerable version of the web framework. This allows the
team to use AWS Systems Manager Inventory to collect and query information about the software installed on their EC2 instances,
and to filter the results by software name and version.

NEW QUESTION # 379 
A company's policy requires that all API keys be encrypted and stored separately from source code in a centralized security
account. This security account is managed by the company's security team. However, an audit revealed that an API key is stored
with the source code of an AWS Lambda function in an AWS CodeCommit repository in the DevOps account.
How should the security team securely store the API key?

A. Create a secret in AWS Secrets Manager in the security account to store the API key using AWS Key Management
Service (AWS KMS) for encryption. Grant access to the IAM role used by the Lambda function so that the function can
retrieve the key from Secrets Manager and call the API.
B. Create a CodeCommit repository in the security account using AWS Key Management Service (AWS KMS) for
encryption. Require the development team to migrate the Lambda source code to this repository.
C. Create an encrypted environment variable for the Lambda function to store the API key using AWS Key Management
Service (AWS KMS) for encryption. Grant access to the IAM role used by the Lambda function so that the function can
decrypt the key at runtime.
D. Store the API key in an Amazon S3 bucket in the security account using server-side encryption with Amazon S3 managed
encryption keys (SSE-S3) to encrypt the key. Create a presigned URL for the S3 key, and specify the URL in a Lambda
environmental variable in the AWS CloudFormation template. Update the Lambda function code to retrieve the key using the
URL and call the API.

Answer: A

NEW QUESTION # 380
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