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Fortinet FCP_FAC_AD-6.5 Exam Syllabus Topics:

Topic Details

Topic 1
Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

Topic 2
Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
the administration of digital certificates, including issuance, renewal, and revocation processes.
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Topic 3
PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKI).

Topic 4
Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
configuration and management of self-service portals for guest and local user access.

Topic 5
Administering and Authenticating Users: This section of the exam measures the skills of a Security
Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.

Topic 6
Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

Topic 7
Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

Topic 8
OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
(IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions
(Q37-Q42):
NEW QUESTION # 37 
What is the function of RADIUS profiles and realms in authentication?

A. They enable remote access to user files
B. They provide secure encryption for user data
C. They authenticate users based on their IP addresses
D. They manage authentication settings and methods for RADIUS users

Answer: D

NEW QUESTION # 38 
Which two statements about the self-service portal are true? (Choose two)

A. Realms can be used to configure which seld-registered users or groups can authenticate on the network
B. Administrator approval is required for all self-registration
C. Self-registration information can be sent to the user through email or SMS
D. Authenticating users must specify domain name along with username

Answer: A,C

NEW QUESTION # 39 
Which statement about the assignment of permissions for sponsor and administrator accounts is true?

A. Administrator capabilities are assigned by applying permission sets to admin groups.
B. Only administrator accounts permissions are assigned using admin profiles.
C. Sponsor permissions are assigned using group settings.
D. Both sponsor and administrator account permissions are assigned using admin profiles.

Answer: D



NEW QUESTION # 40 
Which option correctly describes an SP-initiated SSO SAML packet flow for a host without a SAML assertion?

A. Principal contacts identity provider and is redirected to service provider, principal establishes connection with service
provider, service provider validates authentication with identity provider
B. Service provider contacts identity provider, identity provider validates principal for service provider, service provider
establishes communication with principal
C. Principal contacts identity provider and authenticates, identity provider relays principal to service provider after valid
authentication
D. Principal contacts service provider, service provider redirects principal to identity provider, after successful authentication
identity provider redirects principal to service provider

Answer: D

Explanation:
In SP-initiated SSO, the principal (user) first attempts to access the service provider. The service provider redirects the principal to
the identity provider for authentication, and upon successful authentication, the identity provider redirects the principal back to the
service provider with the SAML assertion.

NEW QUESTION # 41 
What is an advantage of using automatic certificate management services?

A. They provide less secure certificates compared to manual management
B. They reduce the risk of expired certificates and ensure smoother operations
C. They require manual intervention for every certificate renewal
D. They are only applicable for internal certificates, not external ones

Answer: B

NEW QUESTION # 42
......
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