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How many domains does ISO / TEC 27002: 2013 have?
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Scenario 2: Beauty is a cosmetics company that has recently switched to an e-commerce model, leaving the traditional retail. The top
management has decided to build their own custom platform in-house and outsource the payment process to an external provider
operating online payments systens that support online money transfers.

Due to this transformation of the business model, a number of security controls were implemented based on the identified threats and
vulnerabilities associated to critical assets. To protect customers' information. Beauty's employees had to sign a confidentiality
agreement. In addition, the company reviewed all user access rights so that only authorized personnel can have access to sensitive
files and drafted a new segregation of duties chart.

However, the transition was difficult for the IT team, who had to deal with a security incident not long after transitioning to the e
commerce model. After investigating the incident, the team concluded that due to the out-of-date anti-malware software, an attacker
gamed access to their files and exposed customers' information, including their names and home addresses.

The IT team decided to stop using the old anti-malware software and install a new one which would automatically remove malicious
code in case of similar incidents. The new software was installed in every workstation within the company. After installing the new
software, the team updated it with the latest malware definitions and enabled the automatic update feature to keep it up to date at all
times. Additionally, they established an authentication process that requires a user identification and password when accessing
sensitive information.

In addition, Beauty conducted a number of information security awareness sessions for the IT team and other employees that have
access to confidential information in order to raise awareness on the importance of system and network security.

Based on scenario 2, which information security principle is the IT team aiming to ensure by establishing a user authentication
process that requires user identification and password when accessing sensitive information?

o A Integrity
¢ B. Confidentiality
e C. Availability

ZX: B
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Which of the actions presented in scenario 4 is NOT compliant with the requirements of ISO/IEC 270017

e A. The external experts selected security controls and drafted the Statement of Applicability
¢ B. The Statement of Applicability was drafted before conducting the risk assessment
e C. TradeB selected only ISO/IEC 27001 controls deemed applicable to the company

EX: B
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Scenario 8: SunDee is an American biopharmaceutical company, headquartered in California, the US. It specializes in developing
novel human therapeutics, with a focus on cardiovascular diseases, oncology, bone health, and inflammation. The company has had
an information security management system (ISMS) based on SO/IEC 27001 in place for the past two years. However, it has not
monitored or measured the performance and effectiveness of its ISMS and conducted management reviews regularly Just before the
recertification audit, the company decided to conduct an internal audit. It also asked most of their staffto compile the written
individual reports of the past two years for their departments. This left the Production Department with less than the optimum
workforce, which decreased the company's stock.

Tessa was SunDee's internal auditor. With multiple reports written by 50 different employees, the internal audit process took much
longer than planned, was very inconsistent, and had no qualitative measures whatsoever Tessa concluded that SunDee must evaluate
the performance of the ISMS adequately. She defined SunDee's negligence of ISMS performance evaluation as a major
nonconformity, so she wrote a nonconformity report including the description of the nonconformity, the audit findings, and
recommendations. Additionally, Tessa created a new plan which would enable SunDee to resolve these issues and presented it to
the top management Based on the scenario above, answer the following question:

What caused SunDee's workforce disruption?

e A The voluminous written reports
¢ B. The negligence of performance evaluation and monitoring and measurement procedures
e (. The inconsistency of reports written by different employees

EE: A
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Scenario 6: Skyver offers worldwide shipping of electronic products, including gaming consoles, flat-screen TVs. computers, and
printers. In order to ensure information security, the company has decided to implement an information security management system
(ISMS) based on the requirements of ISO/IEC 27001.

Colin, the company's best information security expert, decided to hold a training and awareness session for the personnel of the
company regarding the information security challenges and other information security-related controls. The session included topics
such as Skyver's information security approaches and techniques for mitigating phishing and maltware.

One of the participants in the session is Lisa, who works in the HR Department. Although Colin explains the existing Skyver's
information security policies and procedures in an honest and fair manner, she finds some of the issues being discussed too technical
and does not fully understand the session. Therefore, in a lot of cases, she requests additional help from the trainer and her
colleagues Based on the scenario above, answer the following question:

How should Colin have handled the situation with Lisa?

¢ A. Promise Lisa that future training and awareness sessions will be easily understandable

¢ B. Extend the duration of the training and awareness session in order to be able to achieve better results

¢ C. Deliver training and awareness sessions for employees with the same level of competence needs based on the activities
they perform within the company

ER: C
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