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Fortinet FCP_FAZ_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in
place.

Topic 2

Administration: This section evaluates the ability of network and security analysts to configure
administrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

Topic 3
System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systems. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.

Topic 4
Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting communication issues.

Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q29-
Q34):
NEW QUESTION # 29 
Which two statements are true regarding ADOM modes? (Choose two.)

A. In normal mode, the disk quota of the ADOM is fixed and cannot be modified, but in advance mode, the disk quota of the
ADOM is flexible because new devices are added to the ADOM.
B. Normal mode is the default ADOM mode.
C. In an advanced mode ADOM. you can assign FortiGate VDOMs from a single FortiGate device to multiple FortiAnalyzer
ADOMs.
D. You can only change ADOM modes through CLI.

Answer: B,C

Explanation:
Reference: https://help.fortinet.com/fa/faz50hlp/56/5-6-1/FMG-FAZ/0800_ADOMs/0400_ADOM%
20Device%20Modes.htm

NEW QUESTION # 30 
Logs are being deleted from one of the ADOMs earlier than the configured setting for archiving in the data policy.
What is the most likely problem?

A. Logs in that ADOM are being forwarded, in real-time, to another FortiAnalyzer device
B. The total disk space is insufficient and you need to add other disk
C. CPU resources are too high
D. The ADOM disk quota is set too low, based on log rates

Answer: D

Explanation:
Reference:
20logs.htm
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NEW QUESTION # 31 
You are using RAID with a FortiAnalyzer that supports software RAID, and one of the hard disks on FortiAnalyzer has failed.
What is the recommended method to replace the disk?

A. Downgrade your RAID level, replace the disk, and then upgrade your RAID level
B. Perform a hot swap
C. Shut down FortiAnalyzer and then replace the disk
D. Clear all RAID alarms and replace the disk while FortiAnalyzer is still running

Answer: C

Explanation:
https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-on-FortiAnalyzer/ta-p/194997?
externalID=FD41397#:~:text=If%20a%20hard%20disk%20on,process%20known%20as%20hot%20swapping

NEW QUESTION # 32 
Which two statements are true regarding the outbreak detection service? (Choose two.)

A. New alerts are received by email.
B. An additional license is required.
C. Outbreak alerts are available on the root ADOM only.
D. It automatically downloads new event handlers and reports.

Answer: B,D

NEW QUESTION # 33 
If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the FortiAnalyzer back to
functioning normally, without losing data?

A. Shut down FortiAnalyzer and replace the disk
B. Take no action if the RAID level supports a failed disk
C. Hot swap the disk
D. Replace the disk and rebuild the RAID manually

Answer: A

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externalID=FD46446#:~:text=On%20FortiAnalyzer%
2FFortiManager%20devices%20that,to%20exchanging%20the%20hard%20disk.
If a hard disk on a FortiAnalyzer unit fails, it must be replaced. On FortiAnalyzer devices that support hardware RAID, the hard
disk can be replaced while the unit is still running - known as hot swapping. On FortiAnalyzer units with software RAID, the device
must be shutdown prior to exchanging the hard disk.
Reference: https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-on- FortiAnalyzer/ta-
p/194997?externalID=FD41397#:~:text=If%20a%20hard%20disk%20on,process%
20known%20as%20hot%20swapping

NEW QUESTION # 34
......
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