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Amazon SCS-C03 Exam Syllabus Topics:

Topic Details

Topic 1
Infrastructure Security: This domain focuses on securing AWS infrastructure including networks, compute
resources, and edge services through secure architectures, protection mechanisms, and hardened
configurations.

Topic 2
Incident Response: This domain addresses responding to security incidents through automated and manual
strategies, containment, forensic analysis, and recovery procedures to minimize impact and restore
operations.

Topic 3
Data Protection: This domain centers on protecting data at rest and in transit through encryption, key
management, data classification, secure storage, and backup mechanisms.

Topic 4
Detection: This domain covers identifying and monitoring security events, threats, and vulnerabilities in
AWS through logging, monitoring, and alerting mechanisms to detect anomalies and unauthorized access.
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Amazon AWS Certified Security - Specialty Sample Questions (Q48-Q53):
NEW QUESTION # 48 
A company stores sensitive data in an Amazon S3 bucket. The company encrypts the data at rest by using server-side encryption
with Amazon S3 managed keys (SSE-S3). A security engineer must prevent any modifications to the data in the S3 bucket. Which
solution will meet this requirement?

A. Change the encryption on the S3 bucket to use AWS Key Management Service (AWS KMS) customer managed keys.
B. Configure the S3 bucket with multi-factor authentication (MFA) delete protection.
C. Configure S3 bucket policies to deny DELETE and PUT object permissions.
D. Configure S3 Object Lock in compliance mode with S3 bucket versioning enabled.

Answer: D

Explanation:
Amazon S3 Object Lock in compliance mode provides write-once-read-many (WORM) protection, which prevents objects from
being modified or deleted for a specified retention period. According to the AWS Certified Security - Specialty Study Guide,
compliance mode enforces immutability even for the root user and cannot be overridden.
Enabling S3 Object Lock requires S3 bucket versioning and ensures that once an object is written, it cannot be changed or removed
until the retention period expires. This is the strongest protection against data modification and is commonly used for regulatory and
legal retention requirements.
Option A can be bypassed by administrators. Option D only protects against deletions, not overwrites. Option C changes
encryption but does not prevent modification.
AWS documentation explicitly identifies S3 Object Lock in compliance mode as the correct solution for immutable data storage.

NEW QUESTION # 49 
A company runs its microservices architecture in Kubernetes containers on AWS by using Amazon Elastic Kubernetes Service
(Amazon EKS) and Amazon Aurora. The company has an organization in AWS Organizations to manage hundreds of AWS
accounts that host different microservices.
The company needs to implement a monitoring solution for logs from all AWS resources across all accounts.
The solution must include automatic detection of security-related issues.
Which solution will meet these requirements with theLEAST operational effort?

A. Stream CloudWatch Logs to Amazon Kinesis and analyze them with custom AWS Lambda functions.
B. Designate an Amazon GuardDuty administrator account in the organization's management account.
Enable GuardDuty for all accounts. Enable EKS Protection and RDS Protection in the GuardDuty administrator account.
C. Centralize CloudTrail logs in Amazon S3 and analyze them with Amazon Athena.
D. Designate a monitoring account. Share Amazon CloudWatch Logs from all accounts. Use Amazon Inspector to evaluate
the logs.

Answer: B

Explanation:
Amazon GuardDuty is afully managed, organization-aware threat detection servicethat continuously analyzes AWS logs such as
CloudTrail events, VPC Flow Logs, DNS logs, EKS audit logs, and RDS activity.
According to the AWS Certified Security - Specialty Official Study Guide, GuardDuty is designed to operate atscale across AWS
Organizations with minimal operational overhead.
By designating a GuardDuty administrator account in the organization's management account and enabling GuardDuty organization-
wide, the company can automatically enable threat detection across hundreds of AWS accounts. EnablingEKS Protectionallows
GuardDuty to analyze Kubernetes audit logs for suspicious activity, whileRDS Protectionprovides anomaly detection for Amazon
Aurora databases.
Options B, C, and D require custom log aggregation, processing, and analytics pipelines, which significantly increase operational
effort and maintenance complexity. Amazon Inspector does not analyze logs, Athena- based analysis is manual, and Kinesis plus
Lambda requires custom detection logic.
AWS documentation explicitly identifiesGuardDuty with AWS Organizations integrationas the recommended solution for centralized,
automated threat detection across multi-account environments with minimal operational effort.



* AWS Certified Security - Specialty Official Study Guide
* Amazon GuardDuty User Guide
* GuardDuty Organization Administration Documentation

NEW QUESTION # 50 
A company is using AWS Organizations with the default SCP. The company needs to restrict AWS usage for all AWS accounts
that are in a specific OU. Except for some desired global services, the AWS usage must occur only in theeu-west-1Region for all
accounts in the OU. A security engineer must create an SCP that applies the restriction to existing accounts and any new accounts in
the OU.
Which SCP will meet these requirements?

A. Deny with NotAction, but uses StringEquals for aws:RequestedRegion = eu-west-1
B. Allow with NotAction and StringNotEquals aws:RequestedRegion = eu-west-1
C. Deny with NotAction for desired global services, and StringNotEquals aws:RequestedRegion = eu- west-1
D. Allow with Action, scoped to desired global services in eu-west-1

Answer: C

Explanation:
To restrict activity to a single Region in an OU using an SCP, the standard pattern is an explicitDenyfor requests madeoutsidethe
allowed Region, while carving out exceptions forglobal servicesthat do not use aws:RequestedRegion in the same way (or that must
remain usable regardless of Region). This is done withEffect: Deny, aConditionusing StringNotEquals on aws:RequestedRegion for
the allowed Region (here, eu-west-1), andNotActionlisting the global services that should remain available.
This works because SCPs act asguardrails: an explicit Deny in an SCP overrides IAM Allow in member accounts, ensuring the
restriction applies consistently to all existing and future accounts placed in the OU. The StringNotEquals condition ensures the deny
triggers for any Region other than eu-west-1. The NotAction exception list ensures that the specified global services are not blocked
by this deny statement.

NEW QUESTION # 51 
A security engineer needs to implement a solution to determine whether a company's Amazon EC2 instances are being used to mine
cryptocurrency. The solution must provide notifications of cryptocurrency-related activity to an Amazon Simple Notification Service
(Amazon SNS) topic.
Which solution will meet these requirements?

A. Enable Amazon GuardDuty. Create an Amazon EventBridge rule to send alerts to the SNS topic when GuardDuty creates
a finding that is associated with cryptocurrency-related activity.
B. Enable VPC flow logs. Send the flow logs to an Amazon S3 bucket. Set up a query in Amazon Athena to detect when an
EC2 instance queries a DNS domain name that is associated with cryptocurrency-related activity. Configure the Athena query
to initiate alerts to the SNS topic.
C. Enable Amazon Inspector. Create an Amazon EventBridge rule to send alerts to the SNS topic when Amazon Inspector
creates a finding that is associated with cryptocurrency-related activity.
D. Create AWS Config custom rules by using Guard custom policy. Configure the AWS Config rules to detect when an EC2
instance queries a DNS domain name that is associated with cryptocurrency-related activity. Configure AWS Config to
initiate alerts to the SNS topic.

Answer: A

Explanation:
Amazon GuardDuty includes built-in threat detection capabilities that can identify suspicious activity such as cryptocurrency mining.
When GuardDuty detects cryptocurrency-related activity, it generates a finding that can be used to trigger alerts. By configuring an
Amazon EventBridge rule to capture these specific findings and send notifications to an SNS topic, the solution provides real-time
alerts for cryptocurrency mining activity on EC2 instances.

NEW QUESTION # 52 
A company uses Amazon Elastic Kubernetes Service (Amazon EKS) clusters to run its Kubernetes-based applications. The
company uses Amazon GuardDuty to protect the applications.
EKS Protection is enabled in GuardDuty. However, the corresponding GuardDuty feature is not monitoring the Kubernetes-based



applications.
Which solution will cause GuardDuty to monitor the Kubernetes-based applications?

A. Enable VPC flow logs for the VPC that hosts the EKS clusters.
B. Enable the control plane logs in Amazon EKS. Ensure that the logs are ingested into Amazon CloudWatch.
C. Ensure that the AmazonGuardDutyFullAccess AWS managed policy is attached to the GuardDuty service role.
D. Assign the CloudWatchEventsFullAccess AWS managed policy to the EKS clusters.

Answer: B

Explanation:
Amazon GuardDuty's EKS Protection relies on Amazon EKS control plane logs to monitor Kubernetes activity and detect potential
security threats. Enabling control plane logging (e.g., API server logs) in EKS and sending these logs to Amazon CloudWatch allows
GuardDuty to analyze the Kubernetes activity, making it possible to detect threats in the EKS clusters.

NEW QUESTION # 53
......
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