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¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects
and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and

heEY 71 trust concerns, data management controls, monitoring mechanisis, and security control implementation

tailored to Al systems.
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¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
bEY 72 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

e Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers

. assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including
fEY 73 . .
risk treatment plans and vendor oversight.
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ISACA Advanced in Al Security Management (AAISM) Exam 52 & AAISM
B R (Q43-Q48):

HP #43
An organization is evaluating a SaaS-based HR system that uses Al for resume vetting. Which control is MOST important?

¢ A Encryption and isolation of customer data

¢ B. Inclusion of diverse and representative training data
e C. Availability of backups

¢ D. Vendor conformity assessments

IEf#: B

fi .-

AAISM states that HR systems performing candidate evaluation must prioritize training data fairness, representativeness, and bias
mitigation because biased HR decisions carry regulatory, ethical, and litigation risks.

Backups (B) and encryption (D) relate to availability and confidentiality, not fairess. Conformity assessments (C) are helpful but

secondary.
References: AAISM Study Guide - Al Bias and Fairness; High-Risk HR Use Cases.

HH #44
Which of the following approaches BEST helps to reduce model bias?

A. Increasing the number of labels per instance
B. Ensuring diversity in training data sources

C. Utilizing a more complex model architecture
D. Decreasing the frequency of model updates

Ef#: B

AR :

AAISM frames bias risk primarily as a data problem. The most impactful mitigation is to ensure diversity and representativeness of
training data sources, thereby reducing sampling bias and improving fairness across subpopulations. More labels per instance (A)
does not correct coverage gaps; reducing update cadence (B) can entrench existing bias; and higher model complexity (C) may
overfit or obscure bias without addressing root causes. Diverse, representative datasets-paired with fairness testing-are the
recommended first-line control.

References: Al Security Management (AAISM) Body of Knowledge - Bias Identification and Mitigation; Data Quality and
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Representativeness. AAISM Study Guide - Fairness Risk Controls; Dataset Curation and Coverage Analysis.

HH #45
Which attack type is MOST likely to cause model drift?

¢ A Perfect knowledge

¢ B. Model stealing

¢ C. Membership inference
¢ D. Data poisoning

IEf#: D

TR

AAISM defines data poisoning as directly capable of causing model drift because corrupted training data shifts the statistical
distribution, leading to degraded or unsafe performance.

Model stealing (A) extracts model behavior but does not cause drift. Perfect knowledge (B) is an attacker capability, not an attack
causing drift. Membership inference (D) attacks privacy, not performance.

References: AAISM Study Guide - Model Drift Causes; Data Poisoning Impact.

H #46
Which of the following is the MOST effective way to identify and address security risk in an Al model?

A. Conduct threat modeling to identify vulnerabilities and possible attack methods
B. Encrypt the training data and model parameters to prevent unauthorized access
C. Assign staff'to review Al model outputs for accuracy

D. Add more data to the model to increase its accuracy and reduce errors

Ef: A

A :

AI/ML threat modeling is the most effective structured method to both identify and address model security risks. It systematically
surfaces attack classes (poisoning, evasion, membership inference, model extraction, inversion), maps system-specific attack
surfaces (data pipelines, feature stores, training artifacts, inference APIs), and drives prioritized mitigations (ingestion validation,
robust training, rate-limiting, watermarking, differential privacy, monttoring, red teaming). Output spot-checking (A) finds errors but
not security vulnerabilities; encryption (C) protects confidentiality but does not reveal threats or mitigate inference-time attacks;
adding data (D) may improve accuracy but does not target adversarial risk.

References: Al Security Management™ (AAISM) Body of Knowledge - Al Risk Identification & Threat Modeling; Attack Surface
Analysis for ML; Risk Treatment Planning. AAISM Study Guide - Evasion

/Poisoning/Extraction Controls; Mapping Risks to Controls; Validation and Assurance Activities.

W #47
Which of'the following should be the MOST important consideration when conducting an Al impact assessment?

A. Effect on employee retention
B. Security awareness training
C. Reputation of the organization
D. Achieve business objectives

IEf@E: D

AR :

An Al impact assessment prioritizes alignment with stated business objectives and intended purpose of the Al use case. Establishing
whether the Al system measurably supports defined objectives (value, outcomes, success criteria) is the primary lens before
assessing secondary concerns (workforce effects, awareness initiatives, reputational considerations). Governance requires confirming
purpose limitation, success metrics, and risk-benefit trade-offs tied to organizational objectives; only then are downstream impacts
evaluated.

References: Al Security Management (AAISM) Body of Knowledge - Al Governance & Impact Assessments; Purpose and
Objective Definition; Risk-Benefit Evaluation. AAISM Study Guide - Business Alignment, Intended Use, and Success Criteria in Al



Impact Assessments.
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