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Questions (Q27-Q32):

NEW QUESTION # 27

Which attack involves unauthorized access to or theft of information from a Bluetooth device?

A. Man-in-the-Middle

B. Bluesnarfing
C. Bluejacking

D. War driving
Answer: B

NEW QUESTION # 28
Which activity is part of a vulnerability assessment process?

¢ A Exploiting vulnerabilities for access
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¢ B. Identifying vulnerabilities
¢ (. Installing operating systems
¢ D. Encrypting databases

Answer: B

NEW QUESTION # 29
Which of'the following statements about SQL injection attacks is true?

A. They can only be executed via GET requests.

B. They require the attacker to have direct access to the database server.
C. They are only successful on outdated database systens.

D. They can reveal sensitive data from the database.

Answer: D

NEW QUESTION # 30
What is the primary goal of the 'Exploitation’ stage in the Cyber Kill Chain?

A. To steal data

B. To identify potential vulnerabilities

C. To gain access to the target system or network
D. To deliver a malicious payload

Answer: C

NEW QUESTION # 31
Which of'the following BEST helps prevent session hijacking?

A. Clearing browser cookies regularly

B. Disabling logging mechanisms

C. Use of HTTPS instead of HTTP

D. Changing network infrastructure frequently

Answer: C

NEW QUESTION # 32
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