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FH 1

e Manage Clusters within a Nutanix Multicloud Environment: This section of the exam measures the skills of
Infrastructure Engineers and Systems Administrators and covers the administration of Nutanix clusters.
Storage management includes creating, reading, updating, and deleting storage containers and volume
groups. Configuring AOS and Prism Central settings involves authentication, SSL certificate management,
IAM role-based access control, and configuring network segmentation. Network administration
procedures focus on creating VLAN-backed subnets, virtual switches, and load-balancing policies while
monitoring NIC usage. Lifecycle management includes performing hardware and software updates and
maintaining firmware. Hardware maintenance involves adding or removing nodes and physical disks while
ensuring proper upgrades and replacements. Intelligent operations require configuring capacity policies,
discovering application relationships, and simulating scenarios to optimize performance.

FH 2

¢ Manage VMs within a Nutanix Multicloud Environment: This section of the exam measures the skills of
Cloud Administrators and Virtualization Engineers and covers managing virtual machines (VMSs) within a
Nutanix multicloud environment. It includes creating and updating VMs by determining hardware
requirements, boot modes, sizing, and configuration based on application needs. Candidates must
understand how to deploy VM using tenplates, snapshots, and image configurations, ensuring the correct
formats for importing and exporting VMSs. Migration processes require knowledge of prerequisites,
storage, network settings, and software compatibility. Additionally, configuring VM categories and
attributes is essential for proper organization and management within the environment, ensuring alignment
with labels, storage policies, and security settings.

FH 3

¢ Conduct Custom Monitoring within a Nutanix Multicloud Environment: This section of the exam measures
the skills of Cloud Analysts and Systens Engineers and covers custom monitoring for optimized
performance management. Candidates must analyze performance charts, set retention policies, create
custom service level agreements (SLAs), and manage storage based on policies. Creating reports involves
identifying the required type, selecting generation frequency, determining retention properties, and
customizing report formats for different monitoring needs. Effective monitoring ensures better resource
utilization, system efliciency, and proactive issue resolution within the multi-cloud environment.
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¢ Troubleshoot a Nutanix Multicloud Environment: This section of the exam measures the skills of Technical
Support Engineers and IT Operations Specialists and covers diagnosing and resolving common issues
within a Nutanix multi-cloud environment. Troubleshooting protection policies and recovery plans requires
identifying network mapping failures, vVINIC issues, script execution problens, and connectivity failures.
Metro replication troubleshooting involves addressing naming conventions, network limitations, and
replication states. Security issues in AOS and Prism Central must be resolved by managing CVM
commumnications, security warnings, and log analysis. LCM operations require diagnosing failures in
mventory updates and version upgrades. Performance troubleshooting involves analyzing logs, reading
performance charts, and adjusting VM configurations to meet performance needs.

=4

¢ Configure Disaster Recovery and Data Protection within a Nutanix Multicloud Environment: This section of
the exam measures the skills of Disaster Recovery Specialists and Cloud Engineers and covers configuring
protection policies and domains for data security and recovery. Candidates need to identify the right
entities for protection, schedule backups, define retention policies, and set up replication to remote sites.
FH 5 Recovery plans must be configured and executed with proper scripting, network mapping, and failover
strategies. Metro replication requires understanding failover methodologies, comparing solutions on
different hypervisors, and preventing split-brain scenarios. Effective disaster recovery planning ensures
minimal downtime and data integrity across environments.
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EE #150
An admmnistrator needs to configure NTP on Prism Central running on a Hyper-V cluster.
How should the administrator complete this task?

A. Add the IP ofthe Domain Controller.
B. Add the DNS server IP.

C. Add a server with DNS hostnarme.
D. Add an external NTP server.
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Nutanix platform timing guidelines state that Prism Central requires accurate clock synchronization to ensure proper authentication,
event logging, certificate validation, and cluster orchestration. The documentation details that "NTP must be configured to a
reachable, reliable time source, and best practice is to configure Prism Central to use an external, independent, standards-based
NTP server." Using a Domain Controller is acceptable only ifthe DC itself'is properly synchronized with an authoritative external
NTP source, but Nutanix strongly recommends specifying the external source directly in Prism Central for consistency across
hypervisors and multi-cluster environments. Adding a DNS server IP is not time-related. Adding a hostname is valid only if it
resolves to a fimctioning NTP server, but the question requires the correct method, not the acceptable syntax.

Therefore, selecting an external NTP server is the correct and recommended configuration.

AR #151
After addingnew workloads, theOverall Runwayis nowbelow 365 days, but thescenario still shows the cluster is in good shape.
Why?

e A Because Storage Runway is still good.
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o B. Because there are recommended resources.
o (. Because new workloads are sustainable.
¢ D. Because the Target is 1 month.

HE: D

Y.

A cluster runway below 365 days does not necessarily indicate an issue if Intelligent Operations determines that workloads are
sustainable.

Option B (Because new workloads are sustainable) is correct:

Nutanixanalyzes resource trendsand marks clusters as healthyif new workloads are within projected capacity.
Option A (Storage Runway is still good) is incorrect:

Storage isone component, butCPU and memoryalso affect runway calculations.

Option C (Recommended resources) is incorrect:

Recommendations help optimize capacity, butdo not define cluster health.

Option D (Target is 1 month) is incorrect:

The scenario's target window does not impact the actual runway calculation.

References:

Nutanix Prism Central Guide #Capacity Planning & Runway Analysis

Nutanix KB #Understanding Capacity Runway and Workload Sustainability

HE #152

An administrator needs to compare the performance of two VM that are running on separate Nutanix clusters.

When creating an Analysis chart in Prism Central Intelligent Operations, the admnistrator discovers that it is not possible to add VM
metrics for IOPS and CPU utilization to the same chart.

How should the administrator resolve this issue?

A. Migrate one of the VM so that both VM are running on the same cluster.
B. Create an Entity chart instead of'a Metric chart.

C. Ensure that both VMs have the same number of vVCPUs provisioned.

D. Create separate charts for metrics with different units of measurement

03
r_gu
o

A2 #153

An administrator recently attempted to enable Data-in-Transit Encryption on a scale-out Prism Central cluster to ensure service-level
traffic is encrypted between cluster nodes. After attempting to enable the feature, it did not fnction because of firewall restrictions.
Which CVM-specific port must be allowed through the firewall for Data-in-Transit Encryption?

A0
B. 1
C.2
D.3

He. C

dY:

Data-in-Transit Encryption for Prism Central and CVMs requires specific internal communication ports to be open. Nutanix internal
component documentation states:

"Port 2020 is used by the Nutanix encryption service for encrypted CVM-to-CVM communication during Data-in-Transit
Encryption operations." This port is essential for establishing secure tunnels between control-plane services. Ports 2009 and 2010
are used by other CVM services (e.g,, Stargate, Curator coordination) but not for transport encryption. Port 9440 is for Prism
UI/API traffic, and while it must be accessible for management, it does not enable encrypted back- end service traffic.

Thus, the administrator must ensure that port 2020 is permitted to enable Data-in-Transit Encryption functionality.

AE #154
How cana VM or Volume Group (VG) be associated with a Storage Policy?



A. Migrate the VM or VG to the Storage Container assigned to the Storage Policy.
B. Assign the Storage Policy directly on the VM or VG.

C. Assign the VM or VG directly to the Storage Policy.

D. Assign the VM or VG to the same Category as the Storage Policy.

.|
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Storage Policies in Nutanix are applied through Categories, allowing policy-based autormation and enforcerment.
* Option D (Assign the VM or VG to the same Category as the Storage Policy) is correct:

* Nutanixapplies Storage Policies based on VM Categories, enablingflexibility in policy enforcement.
* Option A is incorrect:

* Storage Policies are not directly assigned at the VM or VG level-they apply through Categories.

* Option B is incorrect:

* Policies must be assigned toCategories, not directly to individual VMs/VGs.

* Option C is incorrect:

* Migrating to a storage container does not automatically apply a Storage Policy.

References:

* Nutanix Storage Management Guide#Using Categories for Policy-Based Storage Management

* Nutanix KB#Best Practices for Applying Storage Policies to VMs

EE #155
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