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o Admunistration: This section evaluates the ability of network and security analysts to configure
admunistrative access and manage Administrative Domains (ADOMS). It covers tasks such as setting user

bEY 71 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of

admunistrative privileges within FortiAnalyzer systemns.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
NEy 22 devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting commumication issues.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

hEv 73 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
NEY 2 4 FortiAnalyzer systens. It includes tasks like performing initial configurations, setting up high-availability
systerrs, and configuring RAID for storage.
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HM #51
Which two statements are true about FortiAnalyzer log forwarding modes? (Choose two.)

A. Both modes, forwarding and aggregation send logs as soon as they are received.

B. Forwarding mode requires configuration on the server side.

C. Aggregation mode requires two FortiAnalyzer devices.

D. Forwarding mode forwards logs to other FortiAnalyzer devices syslog servers, or CEF servers.

IE%: C\ D

H #52
‘What happens when a log file saved on FortiAnalyzer disks reaches the size specified in the device log settings?

A. The log file rolls over and is archived.

B. The log file is overwritten.

C. The log file is stored as a raw log and is available for analytic support.
D. The log file is purged from the database.

EM: A
R

Reference:
81a4-00505692583a/FortiAnalyzer-6.0.5- Administration-Guide. pdf
httpsz/docs. fortinet.con’document/fortianalyzer/6.2. 5/administration-guide/355632/log-browse

B #53
‘What remote authentication servers can you configure to validate your FortiAnalyzer administrator logons?

(Choose three)

e A. Local

B. TACACS+
C.PKI

D. RADIUS
E. LDAP

1IEf#: B. D. E

HH #54
Which log will generate an event with the status Contained?

e A. An AppControl log with action=blocked.
e B. An AV log with action=quarantine.

e (. A WebFilter log with action=dropped.

e D. AnIPS log with action=pass.

IEf#: B
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HR #55
Which two statements about deleting ADOMs are true? (Choose two.)

A. Logs must be purged or migrated before you can delete an ADOM.
B. The status of the ADOMs nusst be unlocked.

C. ADOMs with registered devices cannot be deleted.

D. Default ADOMs cannot be deleted.

Ef#: C

TR

DOMs with registered devices cannot be deleted.

An ADOM cannot be deleted if it has registered devices. You must first remove or deregister the devices before deleting the
ADOM.

The status of the ADOMs must be unlocked.

An ADOM nust be in an unlocked state before it can be deleted. If the ADOM is locked, it will not allow deletion.

B #56
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