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M #109
According to Article 84 of the GDPR, the rules on penalties applicable to infringements shall be laid down by?
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A. The European Data Protection Board.

B. The EU Commission.

C. The Member States.

D. The local Data Protection Supervisory Authorities.

Ef: C

R -
Reference https://gdpr-text.com/read/article-84/

HM #110
What are the obligations of a processor that engages a sub-processor?

¢ A The processor must receive a written agreement that the sub-processor will be fully liable to the controller for the
performance ofits obligations in relation to the personal data concerned.

¢ B. The processor must obtain the consent of the controller and ensure the sub-processor complies with data processing
obligations that are equivalent to those that apply to the processor.

e C. The processor must give the controller prior written notice and perform a prelimnary audit of the sub- processor.

e D. The processor must obtain the controller's specific written authorization and provide annual reports on the sub-processor’s
performance.

Ef#: B

A -

According to Article 28(2) of the GDPR, the processor may not engage another processor (sub-processor) without the prior
specific or general written authorization of the controller. In the case of general written authorization, the processor must inform the
controller of any intended changes concerning the addition or replacement of other processors, thereby giving the controller the
opportunity to object to such changes. Furthermore, Article 28(4) of the GDPR states that where a processor engages another
processor for carrying out specific processing activities on behalf of the controller, the same data protection obligations as set out in
the contract or other legal act between the controller and the processor shall be imposed on that other processor by way of a
contract or other legal act under Union or Member State law, in particular providing sufficient guarantees to implement appropriate
technical and organizational measures in such a manner that the processing will meet the requirements of the GDPR. Therefore, the
processor must ensure that the sub-processor complies with data processing obligations that are equivalent to those that apply to the
processor. Reference:

Article 28 of the GDPR

European Data Protection Law & Practice textbook, Chapter 6: Data Processing Obligations, Section 6.3: Processor Obligations,
Subsection 6.3.2: Sub-processors

R #111
In which of the following cases would an organization MOST LIKELY be required to follow both ePrivacy and data protection
rules?

A. When calling a potential customer to notify her of an upcoming product sale.

B. When emuailing a customer to announce that his recent order should arrive earlier than expected.

C. When paying a search engine company to give prominence to certain products and services within specific search results.
D. When creating an untargeted pop-up ad on a website.

Ef: C

AR :

The ePrivacy Directive (ePD) and the General Data Protection Regulation (GDPR) are two EU laws that regulate different aspects
of personal data processing. The ePD focuses on electronic communications and the use of cookies and similar technologies, while
the GDPR covers the broader principles and rights of data protection. Both laws apply to any organization that processes personal
data of individuals in the EU, regardless of where the organization is located.

Option D involves both electronic communication and personal data processing, and therefore requires compliance with both ePD
and GDPR. Paying a search engine company to give prominence to certain products and services within specific search results
implies the use of cookies or similar technologies to track the online behavior of users and target them with personalized ads. This
requires the consent of the users under the ePD, as well as the provision of clear and comprehensive information about the purpose
and scope of the data processing. Moreover, the organization must comply with the GDPR requirements for data protection by



design and by default, data minimization, data security, data subject rights, and accountability.

Option A only involves the use of cookies or similar technologies, and therefore only requires compliance with the ePD. Creating an
untargeted pop-up ad on a website does not involve the processing of personal data, as the ad is not based on the online behavior or
preferences of the users. However, the organization must still obtain the consent of the users for the use of cookies or similar
technologies, and provide them with clear and comprehensive information about the purpose and scope of the data processing.
Option B only nvolves the processing of personal data, and therefore only requires compliance with the GDPR. Calling a potential
customer to notify her of an upcoming product sale involves the collection and use of the customer's personal data, such as name,
phone number, and purchase history. The organization must have a lawful basis for the data processing, such as consent, contract, or
legitimate interest, and must respect the data subject rights, such as the right to object, the right to access, and the right to erasure.
Option C only involves the processing of personal data, and therefore only requires compliance with the GDPR. Emailing a customer
to announce that his recent order should arrive earlier than expected involves the use of the customer's personal data, such as name,
email address, and order details. The organization must have a lawful basis for the data processing, such as consent, contract, or
legitimate interest, and must respect the data subject rights, such as the right to object, the right to access, and the right to erasure.
References:

* Free CIPP/E Study Guide, page 15, section 2.3.3

* CIPP/E Certification, page 10, section 1.1.2

* Cipp-e Study guides, Class notes & Summaries, document "CIPP/E Exam Summary 2023", page 42, section 2.3.3

* ePrivacy: The EU's other data protection rule

* The New Rules of Data Privacy

* A guide to GDPR data privacy requirements

* A guide to the data protection principles

H #112
Which kind of privacy notice, originally advocated by the Article 29 Working Party, is commonly recommended tor Al-based
technologies because of the way it provides processing information at specific points of data collection?

A. Just-in-lime notice.

B. Visualization notice.

C. Privacy dashboard notice
D. Layered notice.

Ef#: C

fi .-

According to the Article 29 Working Party, a just-in-time notice is a type of privacy notice that provides processing information at
spectific points of data collection, such as when the user clicks on a certain feature or enters personal datal. This kind of notice is
commonly recommended for Al-based technologies because it allows the user to receive relevant and timely information about the
processing of their data, without being overwhelmed by lengthy and complex privacy statements1. A just-in-time notice can also be
combined with other types of notices, such as layered notices or privacy dashboards, to provide a more comprehensive and user-
friendly transparency framework 1. Therefore, option C is the correct answer. Option A is incorrect because a privacy dashboard
notice is a type of notice that provides the user with a centralised and interactive overview of the processing of their data, and allows
them to manage their privacy settings and preferences1. Option B is incorrect because a visualization notice is a type of notice that
uses graphical elements, such as icons, symbols, colours, or animations, to convey the processing information in a more intuitive and
engaging way1. Option D is incorrect because a layered notice is a type of notice that provides the processing information in a
hierarchical and modular way, starting with the most essential information and allowing the user to access more details if they wishl.
Reference:

What's new in WP29's final guidelines on transparency?

B #113
In which of the following cases would an organization MOST LIKELY be required to follow both ePrivacy and data protection
rules?

A. When creating an untargeted pop-up ad on a website.

B. When calling a potential custorer to notify her of an upcoming product sale.

C. When emnailing a customer to announce that his recent order should arrive earlier than expected.

D. When paying a search engine company to give prominence to certain products and services within specific search results.

EfE: A
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