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I #35
Which type of test are we using for these dashboards (Executive and IT Operations)?

A. Agent to server
B. HTTP server
C. Page Load

D. FTP

IEf: C

AR :

According to theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)data analysis guidelines, identifying
the underlying test type is the first step in interpreting a dashboard. By observing the metrics displayed across both the Executive and
IT Operations dashboards, we can definitively identify the test type asPage Load(Option B).

A Page Load test is a Web-layer test that uses a browser engine (Chromium) to fully render a page and collect advanced metrics
beyond simple availability. Evidence for this test type in the dashboards includes:

* Page Completion Time:Displayed on the Executive dashboard map, this metric is specific to how much of the page successfully
rendered.
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* DOM Load Time:Found in the I'T Operations dashboard, the Document Object Model (DOM) time is a browser-centric metric
that measures when the page structure has finished loading.

* Waterfall Charts:While not a specific answer option, these are the foundation of Page Load tests, allowing for the timing of
individual web components.

SimpleHTTP Servertests (Option A) only measure availability and response codes, missing the rendering metrics seen here. Agent to
server(Option C) is a network-layer test that provides path visualization but no browser-level data.FTP(Option D) is a protocol-
specific test not used for web application monitoring,

Therefore, the presence of DOM and Page Completion metrics confirms thePage Loadtest type.

HM #36
‘When deploying endpoint agents at scale across the enterprise, which operating systems are typically supported?

A. Windows, Mac, and Linux
B. Windows, Linux, and i0S

C. Windows, Mac, and i0S

D. Windows, Mac, and Android

EfE: A

R -

‘When deploying endpoint agents at scale across the enterprise, endpoint agent support typically includes Windows, Mac, and Linux
operating systems to ensure comprehensive coverage of end-user devices and network infrastructure for monitoring and
troubleshooting purposes.

B #37

You are tasked with creating a ThousandEyes transaction test to monitor the login process of a web application that uses SAML-
based SSO with MFA. The MFA step nvolves a one-time password (OTP) generated by a mobile app. How can you configure
the ThousandEyes test to successfully navigate this login process?

e A. Configure the test to automatically enter the OTP from the mobile app.

¢ B. Exclude the MFA step from the transaction test and focus only on the SAML login.
e C. Use a ThousandEyes webhook to retrieve the OTP from a third-party service.

¢ D. Manually enter the OTP in the test configuration each time it changes.

IEf#: B

fi .-

In theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)framework, a common architectural hurdle is
monitoring applications protected by Multi-Factor Authentication (MFA).

ThousandEyes transaction tests utilize automated browser sessions to simulate user behavior, but they face nherent limitations when
interacting with "out-of-band" security mechanisms.

Specifically, ThousandEyes agents cannot natively interact with external hardware tokens, biometric prompts, or mobile-app-based
OTP generators (Option A). Since an OTP is dynamic and time-sensitive, manually entering it into a static test configuration (Option
B) is impossible for an automated, recurring test. While some complex workhooks (Option C) might theoretically interface with a
virtual MFA service, this introduces significant security risks and architectural complexity that is generally discouraged in a standard
assurance design.

The verified and most practical approach is toexclude the MFA step from the transaction test and focus only on the SAML
login(Option D). For monitoring purposes, IT teans often create a "synthetic user" account within the Identity Provider (IdP) that is
specifically exempted from MFA policies when originating from known ThousandEyes Enterprise Agent IP addresses. This allows
the transaction script to validate the availability and performance of the SAML~based SSO redirect, the credential challenge, and the
final application landing page. This strategy ensures that the network and application health can be baselined without the test being
blocked by a security gate it was never intended to pass.

HH #38
What is the purpose of validating alert configuration and functionality in network assurance?

¢ A Ensuring compliance with standards



¢ B. Testing network performance
¢ (. Benchmarking against competitors
e D. Identifying false positives

IEf#: D

R -
Validating alert configuration and functionality helps in identifying false positives and ensuring accurate alerting for efficient incident
response in network assurance.

HM #39
What QoS parameter is commonly adjusted based on data interpretation for network capacity planning?

¢ A Server uptime

¢ B. DNS resolution speed
e C. Network latency

¢ D. Bandwidth allocation

EfE: D

R -
Bandwidth allocation is commonly adjusted based on data interpretation for network capacity planning to prioritize critical network
traffic and ensure optimal network performance under varying load conditions.
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