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Z| &I NSE 5 Network Security Analyst NSE5 FSM-6.3 F 2 MZ 2| (Q48-
Q53):

EE #48
Which is a requirement for implementing FortiSIEM disaster recovery?

A. The two supervisor nodes must have layer 2 connectivity.

B. DNS names must be used for the worker upload addresses.

C. SNMP, and WMI ports must be open between the two supervisor nodes.
D. All worker nodes must access both supervisor nodes using IP.

HE: B

dE:

* Disaster Recovery (DR) Implementation: For FortiSIEM to effectively support disaster recovery, specific requirements must be
met to ensure seamless failover and data integrity.

* Layer 2 Connectivity: One of the critical requirements for implementing FortiSIEM DR is that the two supervisor nodes must have
layer 2 connectivity.

Layer 2 Connectivity: This ensures that the supervisors can comnumicate directly at the data link layer, which is necessary for
synchronous data replication and other DR processes.

* Importance of Connectivity: Layer 2 connectivity between the supervisor nodes ensures that they can mamtain consistent and up-
to-date state information, which is essential for a smooth failover in the event of a disaster.

* Reference: FortiSIEM 6.3 Administration Guide, Disaster Recovery section, which details the requirements and configurations
needed for setting up disaster recovery, including the necessity for layer 2 connectivity between supervisor nodes.

EE #49
Which two FortiSIEM components work together to provide real-time event correlation?

A. Supervisor and collector

B. Worker and collector

C. Collector and Windows agent
D. Supervisor and worker

He:. B

ME:

* FortiSIEM Architecture: The FortiSIEM architecture includes several components such as Supervisors, Workers, Collectors, and
Agents, each playing a distinct role in the SIEM ecosystem.

* Real-Time Event Correlation: Real-time event correlation is a critical function that involves analyzing and correlating incoming
events to detect patterns indicative of security incidents or operational issues.

* Role of Supervisor and Worker:

Supervisor: The Supervisor oversees the entire FortiSIEM system, coordinating the processing and analysis of events.

Worker: Workers are responsible for processing and correlating the events received from Collectors and Agents.

* Collaboration for Correlation: Together, the Supervisor and Worker components perform real-time event correlation by
distributing the load and ensuring efficient processing of events to identify incidents in real-time.

* Reference: FortiSIEM 6.3 User Guide, Event Correlation and Processing section, details how the Supervisor and Worker
components collaborate for real-time event correlation.

HEE #50
Ifa performance rule is triggered repeatedly due to high CPU use, what occurs in the incident table?

e A, The Incident Count value increases, and the First Seen and Last Seen times update.
e B. The incident status changes to Repeated, and the First Seen and Last Seen times are updated.
e C. Anow incident is created each time the rule is triggered. and the First Seen and Last Seen times are updated.



¢ D. A new incident is created based on the Rule Frequency value, and the First Seen and Last Seen times ate updated.
He: A

Y.

Incident Management in FortiSIEM: FortiSIEM tracks incidents and their occurrences to help administrators manage and respond to
recurring issues.

Performance Rule Triggering: When a performance rule, such as one for high CPU usage, is repeatedly triggered, FortiSIEM
updates the corresponding incident rather than creating a new one each time.

Incident Table Updates:

* Incident Count: The Incident Count value increases each time the rule is triggered, indicating how many times the incident has
occurred.

* First Seen and Last Seen Times: These timestamps are updated to reflect the first occurrence and the most recent occurrence of
the ncident.

References: FortiSIEM 6.3 User Guide, Incident Management section, explains how FortiSIEM handles recurring incidents and
updates the incident table accordingly.

HE #51
Which two FortiSIEM components work together to provide real-time event correlation?

A. Supervisor and collector

B. Worker and collector

C. Supervisor and worker

D. Collector and Windows agent

e, C

MH.

FortiSIEM Architecture: The FortiSIEM architecture includes several components such as Supervisors, Workers, Collectors, and
Agents, each playing a distinct role in the SIEM ecosystem.

Real-Time Event Correlation: Real-time event correlation is a critical function that involves analyzing and correlating incoming events
to detect patterns indicative of security incidents or operational issues.

Role of Supervisor and Worker:

* Supervisor: The Supervisor oversees the entire FortiSIEM system, coordinating the processing and analysis of events.

* Worker: Workers are responsible for processing and correlating the events received from Collectors and Agents.

Collaboration for Correlation: Together, the Supervisor and Worker components perform real-time event correlation by distributing
the load and ensuring efficient processing of events to identify incidents in real-time.

References: FortiSIEM 6.3 User Guide, Event Correlation and Processing section, details how the Supervisor and Worker
components collaborate for real-time event correlation.

A2 #52
Consider the storage of anomaly baseline date that is calculated for different parameters. Which database is used for storing this
data?

A. Profile DB
B. Event DB
C. SVNDB
D. CMDB

He:. D

Y.

* Anomaly Baseline Data: Anomaly baseline data refers to the statistical profiles and baselines calculated for various parameters to
detect deviations indicative of potential security incidents.

* Profile DB: The Profile DB is specifically designed to store such baseline data in FortiSTEM.

Purpose: It maintains statistical profiles for different monitored parameters to facilitate anomaly detection.

Usage: This data is used by FortiSIEM to compare real-time metrics against the established baselines to identify anomalies.

* Reference: FortiSIEM 6.3 User Guide, Database Architecture section, which describes the different databases used in FortiSIEM
and their purposes, including the Profile DB for storing anomaly baseline data.
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