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As a Kubemetes and Cloud Native Security Associate, & sser ean set upandit boggingin a cluster. What is the
risk of logging every event ot the fullRequestRespanselevel?

A, Mo nsk, us b provides the mest comprebensive auslit trl,

B. Incrensed stormge requirenents amd potential impact on perfommance,
C. Improved security and casier incident iy estgalion.

D. Reduced storape requircments and Easter performsnce.

Answerd B

& Audit loggingrecards AP server requests and respiomses or security monitonng,
* TheRequestResponse levellogs the full request anmd response bodies, which can:
= Significamly ircrensestorage and performance overhead,
= Patentially log sensitive daio {including Secrels)

& Theretore, white comprebensive, il introduses risks of performance degrudation and excewive log
velume,

Relerenees:
Eubermetes Docementotion - Auditing

CNCF Secunty Whilepaper - Logging and montonng: trade-olTs between verbasity, slorge, and secunty,
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to work efficiently. So once you have done you work excellently, you will soon get promotion. You need to be responsible for your
career development. The assistance of our KCSA guide question dumps are beyond your imagination. You will regret if you throw

away the good products. One of the significant advantages of our KCSA Exam Material is that you can spend less time to pass the

exam People are engaged in modern society. So our goal is to achieve the best learning effect in the shortest time.

Linux Foundation Kubernetes and Cloud Native Security Associate Sample
Questions (Q16-Q21):

NEW QUESTION # 16
What does thecluster-adminClusterRole enable when used in a RoleBinding?

e A Tt gives full control over every resource in the role binding's namespace, not including the namespace object for isolation
purposes.

¢ B. It allows read/write access to most resources in the role binding's namespace. This role does not allow write access to
resource quota, to the namespace itself, and to EndpointSlices (or Endpoints).

e C. It gives full control over every resource in the cluster and in all namespaces.

e D. It gives full control over every resource in the role binding's namespace, including the namespace itself.

Answer: C

Explanation:

* Thecluster-admmClusterRole is asuperuser rolein Kubernetes.

* Binding it (via RoleBinding or ClusterRoleBinding) grantsunrestricted control over all resources in the cluster, across all
namespaces.

* This includes management of cluster-scoped resources (nodes, CRDs, RBAC rules) and namespace- scoped resources.
* Therefore, cluster-admin is equivalent toroot-level accessin Kubernetes and must be used with extreme caution.
References:

Kubernetes Documentation - Default Roles and Role Bindings

CNCF Security Whitepaper - Identity and Access Management: cautions against assigningcluster-admin broadly due to its
unrestricted nature.

NEW QUESTION # 17
What is the purpose of an egress NetworkPolicy?

A. To control the outbound network traffic froma Kubernetes cluster.

B. To control the outgoing network traffic from one or more Kubernetes Pods.
C. To secure the Kubernetes cluster against unauthorized access.

D. To control the incoming network traffic to a Kubernetes cluster.

Answer: B

Explanation:

* NetworkPolicycontrols network trafficat the Pod level

* Ingress rules:controlincomingconnections to Pods.

* Egress rules:controloutgoingconnectionsfrom Pods.

* Exact extract (Kubernetes Docs - Network Policies):

* "An egress rule controls outgoing connections from Pods that match the policy."
* Clarifying wrong answers:

* A/B: Too broad (cluster-level); policies apply per Pod/Namespace.

* C: Security against unauthorized access is broader than egress policies.
References:

Kubernetes Docs - Network Policies: https://kubernetes.io/docs/concepts/services-networking/network- policies/

NEW QUESTION # 18
On a client machine, what directory (by default) contains sensitive credential information?

e A. SHOME kube
¢ B. /opt/kubernetes/secrets/


https://www.prepawayexam.com/Linux-Foundation/braindumps.KCSA.ete.file.html

¢ C. SHOME/.configlkubernetes/
e D. /etc/kubernetes/

Answer: A

Explanation:

* Thekubectlclient uses configuration from$HOME/.kube/configby defaut.

* This file contains: cluster API server endpoint, user certificates, tokens, or kubeconfigs #sensitive credentials.

* Exact extract (Kubernetes Docs - Configure Access to Clusters):

* "By defautlt, kubectl looks for a file named config in the SHOME/ .kube directory. This file contains configuration information
including user credentials."

* Other options clarified:

* A: Jetc/kubernetes/ exists on nodes (control plane) not client machines.

* C: Jopt/kubernetes/secrets/ is not a standard path.

* D: SHOME/.configlkubernetes/ is not where kubecontig is stored by default.

References:

Kubernetes Docs - Configure Access to Clusters: https://kubernetes.io/docs/concepts/configuration/organize- cluster-access-
kubeconfig/

NEW QUESTION # 19
In Kubernetes, what isPublic Key Infrastructure (PKI)used for?

A. To manage networking in a Kubernetes cluster.

B. To manage certificates and ensure secure communication in a Kubernetes cluster.
C. To automate the scaling of containers in a Kubernetes cluster.

D. To monitor and analyze performance metrics of a Kubernetes cluster.

Answer: B

Explanation:

* Kubernetes usesPKI certificatesextensively to secure commumication between control plane components (API server, etcd, kube-
scheduler, kube-controller-manager) and with kubelets.

* Certificates enablemutual TLS authentication and encryptionacross components.

* PKI does not handle scaling, networking, or monitoring,

References:

Kubernetes Documentation - Certificates

CNCF Security Whitepaper - Cluster communication security and the role of PKI.

NEW QUESTION # 20
In a Kubernetes cluster, what are the security risks associated with using ConfigMaps for storing secrets?

¢ A. ConfigMaps store sensitive information in etcd encoded in base64 format automatically, which does not ensure
confidentiality of data.

¢ B. Storing secrets in ConfigMaps does not allow for fine-grained access control via RBAC.

e C. Using ConfigMaps for storing secrets might make applications incompatible with the Kubernetes cluster.

¢ D. Storing secrets in ConfigMaps can expose sensitive information as they are stored in plaintext and can be accessed by
unauthorized users.

Answer: D

Explanation:

* ConfigMaps are explicitly not for confidential data.

* Exact extract (ConfigMap concept):"A ConfigMap is an API object used to store non- confidential data in key-value pairs."

* Exact extract (ConfigMap concept):"ConfigMaps are not intended to hold confidential data. Use a Secret for confidential data."
* Why this is risky:data placed into a ConfigMap is stored as regular (plaintext) string values in the API and etcd (unless you
deliberately use binaryData for base64 content you supply). That means if someone has read access to the namespace or to
etcd/APIServer storage, they can view the values.

* Secrets vs ConfigMaps (to clarify distractor D):

* Exact extract (Secret concept):"By default, secret data is stored as unencrypted base64- encoded strings. You canenable



encryption at restto protect Secrets stored in etcd."

* This base64 behavior applies toSecrets, not to ConfigMap data. Thus optionDis incorrect for ConfigMaps.

* About RBAC (to clarify distractor A):Kubernetesdoessupport fine-grained RBAC forboth ConfigMaps and Secrets; the issue isn't
lack of RBAC but that ConfigMaps arenotdesigned for confidential material.

* About compatibility (to clarify distractor C):Using ConfigMaps for secrets doesn't make apps

"incompatible”; it's simplyinsecureand against guidance.

References:

Kubernetes Docs -ConfigMaps: https:/kubernetes.io/docs/concepts/configuration/configmap/ Kubernetes Docs -Secrets:
httpsz/kubernetes.io/docs/concepts/configuration/secret/ Kubernetes Docs -Encrypting Secret Data at Rest:
https:/kubernetes.io/docs/tasks/administer-cluster

/encrypt-data/

Note: The citations above are from the official Kubernetes documentation and reflect the stated guidance that ConfigMaps are
fornon-confidentialdata, while Secrets (with encryption at rest enabled) are forconfidential data, and that the 4C's map todefense in
depth.

NEW QUESTION # 21
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