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Security Fabric configuration on Local-FortiGate

Local-FortiGate # show full-configuration systam caf
config system csf

sat status enable

sat upstream °°

set upstream-port 8013

set group-name “fortimnec”

sat group-password ENC Y9ynT+o4RpCTpVdgSmoQHEI{2mYSTzNNzLEvgeH jyN
ShSIIJEIKYILlodAxygldvixPIdSTSctBUsZy TrglcHoA/gQHEBYXSXEPEGHCEULRGLPIL |
Wiy pwDULSOIVFgPLASFYYteQesmwoJtGeSdBLgathUlogunlDlz /9 TaBp+ PLESRE A==

set accept-auth-by-cert anable

sat log-unificacion eanable

sat authorization-request-type serial

set fabric-workers 2

sot downstream-accesas disable

sat configuration-sync default

set fabric-object-unification local

sot saml-configuration-aync default
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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic

Details

Topic 1

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
spection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systenrs (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 2

Firewall policies and authentication: This section of the exam measures the skills of firewall admnistrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 3

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Topic 4

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
mplement SSL VPN to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted commumication between distributed
network locations.
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¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
Topic 5 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.
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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q99-Q104):

NEW QUESTION # 99 o
Application sensor F=:RTINET

P Network Protocol Enforcement
Refer to the exhibits.

You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
Which two factors can you observe from these configurations? (Choose two.)

e A. Facebook access is blocked based on the category filter settings.
e B. Facebook access is allowed but you cannot play Facebook videos based on Video/Audio category filter settings.
e C. YouTube search is allowed based on the Google Application and Filter override settings.
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¢ D. YouTube access is blocked based on Excessive-Bandwidth Application and Filter override settings.

Answer: AD

NEW QUESTION # 100
An admmnistrator configured a FortiGate device to act as a collector for agentless polling mode.
‘What must the administrator add to the FortiGate device to retrieve AD user group information?

A. RADIUS server
B. Keycloak server
C. LDAP server

D. TACACS server

Answer: C

Explanation:
In agentless polling mode, FortiGate directly queries Active Directory to obtain user and group information. To do this, the
administrator must configure an LDAP server on the FortiGate, which allows it to retrieve user group membership details from AD.

NEW QUESTION # 101
A FortiGate firewall policy is configured with active authentication, however, the user cannot authenticate when accessing a website.
‘Which protocol must FortiGate allow even though the user cannot authenticate?

A. TACASC+
B. DNS

C. Kerberos
D. LDAP

Answer: B

Explanation:
DN traffic must be allowed so the user can resolve domain names and reach the authentication server or web resources, even if
authentication mnitially fails.

NEW QUESTION # 102
Refer to the exhibit, which shows a partial configuration from the remote authentication server.

Attribute Value Vendor Actions

Teaning Fortinet e

=ERTINET

Why does the FortiGate administrator need this configuration?

A. To authenticate and match the Training OU on the RADIUS server.
B. To authenticate Any FortiGate user groups.

C. To authenticate only the Training user group.

D. To set up a RADIUS server Secret.

Answer: C
Explanation:

The Fortinet-Group-Name attribute is used to restrict authentication to users who belong specifically to the
"Training" user group on the RADIUS server.

NEW QUESTION # 103



Refer to the exhibit.

Sales

Engineering

Web server

Support

E==HRTIRNET

L L0

FortiGate has two separate firewall poh01es for Sales and Englneermg to access the same web server with the same security profiles.
Which action must the admmistrator performto consolidate the two policies into one?

A. Replace portl and port2 with the any interface in a single firewall policy.

B. Create an Aggregate interface that includes portl and port2 to create a single firewall policy.
C. Enable Multiple Interface Policies to select port1 and port2 in the same firewall policy.

D. Select port1 and port2 subnets in a single firewall policy.

Answer: C

Explanation:
Enabling Multiple Interface Policies allows you to select multiple interfaces (like port1 and port2) in a single firewall policy,
consolidating access rules for both Sales and Engineering to the web server.

NEW QUESTION # 104
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