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NEW QUESTION # 223 
You are asked to establish a VPN tunnel with a service provider using a third-party VPN device.
The service provider has assigned subnet 30.30.30.0/24 for your outgoing traffic going towards the services hosted by the provider
on network 20.20.20.0/24.
You have multiple computers which will be accessing the remote services hosted by the service provider.
Which three configuration components meet these requirements? (Choose three.)
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A. Configure a static route towards the VPN tunnel for 20.20.20.0/24.
B. Configure IPsec phase 2 proxy IDs for a source of 10.10.10.0/24 and destination of
20.20.20.0/24.
C. Configure an IP Pool of Type One-to-One for range 30.30.30.10-30.30.30.10.
Enable NAT on a policy from your LAN towards the VPN tunnel and select that pool.
D. Configure IPsec phase 2 proxy IDs for a source of 30.30.30.0/24 and destination of
20.20.20.0/24.
E. Configure an IP Pool of type Overload for range 30.30.30.10-30.30.30.10.
Enable NAT on a policy from your LAN forwards the VPN tunnel and select that pool.

Answer: A,D,E

NEW QUESTION # 224 
A customer has a SCADA environmental control device that is triggering a false-positive IPS alert whenever the Web GUI of the
device is accessed. You cannot create a functional custom IPS filter to exempt this behavior, and it appears that the device is so old
that it does not have HTTPS support. You need to prevent the false positive IPS alerts from occurring.
In this scenario, which two actions will accomplish this task? (Choose two.)

A. Change the relevant firewall policies to use SSL certificate-inspection instead of SSL deep- inspection.
B. Create a very specific firewall policy for that device IP address which does not perform IPS scanning.
C. Create a URL filter with the Exempt action for that device IP address.
D. Reconfigure the FortiGate to operate in proxy-based inspection mode instead of flow-based.

Answer: B,C

NEW QUESTION # 225 



Refer to the exhibit.

Given the configuration shown in the exhibit, which two statements are true? (Choose two.)

A. LAG-1 and LAG-2 should be connected to a 4-port single 802.3ad trunk on another device.



B. LAG-1 and LAG-2 should be connected to a single 4-port 802.3ad interface on the FortiGate-A.
C. port13 and port14 on FS448D-A should be connected to port13 and port14 on FS448D-B.
D. LAG-3 on switches on FS448D-A and FS448D-B may be connected to a single 802.3ad trunk on another device.

Answer: C,D

NEW QUESTION # 226 
Refer to the exhibit.

An organization has a FortiGate cluster that is connected to two independent ISPs. You must configure the FortiGate failover for a
single ISP failure to occur without disruption.
Referring to the exhibit, which two FortiGate BGP features are enabled to accomplish this task?
(Choose two.)

A. Graceful restart
B. BFD
C. EBGP multipath
D. Synchronization

Answer: A,B

NEW QUESTION # 227 
You notice that memory usage is high and FortiGate has entered conserve mode.
You want FortiGate's IPS engine to focus only on exploits and attacks that are applicable to your specific network.
Which two steps would you take to reduce RAM usage without weakening security? (Choose two.)

A. Disable application control for protocols that are not used on your network.
B. Disable IPS for traffic destined for the FortiGate itself.
C. Configure IPS to pass files that are larger than a specific threshold, instead of buffering and scanning them.
D. Reduce the size of the signature three (filters) that FortiGate must search by disabling scans for applications and OS stacks
that do not exist on your network.

Answer: A,D



NEW QUESTION # 228
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