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Cisco 100-160 Exam Syllabus Topics:

Topic Details

Topic 1
Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems

Topic 2
Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

Topic 3
Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPNs, and intrusion detection
prevention systems, providing insight into how threats are mitigated within network environments.
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Topic 4

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systems.

Topic 5
Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q339-Q344):
NEW QUESTION # 339 
Which of the following is a characteristic of cloud-based applications in the context of cybersecurity?

A. They require physical installation and maintenance, limiting their accessibility.
B. They provide enhanced flexibility and scalability for organizations.
C. They are typically more susceptible to cyber attacks compared to traditional on-premises applications.
D. They are not widely used and are considered a less secure option.

Answer: B

Explanation:
Cloud-based applications offer numerous benefits, one of which is enhanced flexibility and scalability. These applications allow
organizations to easily adjust their usage and storage needs without the need for physical hardware upgrades. This flexibility often
contributes to improved productivity and cost-effectiveness. However, it's important to note that the cybersecurity of cloud-based
applications depends on the implementation and security measures taken by the provider and user.

NEW QUESTION # 340 
Which of the following is an example of an active vulnerability mitigation technique?

A. Security awareness training
B. Network segmentation
C. Intrusion prevention system (IPS)
D. Log monitoring

Answer: C

Explanation:
An intrusion prevention system (IPS) is an active vulnerability mitigation technique that sits in-line with network traffic and actively
monitors for and blocks suspicious or malicious activities. It helps to prevent potential vulnerabilities from being exploited by
detecting and blocking malicious network traffic.

NEW QUESTION # 341 
What is a man-in-the-middle attack?

A. An attack that targets Internet of Things devices.
B. An attack that intercepts and manipulates communication between two parties.
C. An attack where an insider intentionally releases sensitive information.
D. An attack that exploits vulnerabilities in a device's software.

Answer: B

Explanation:
A man-in-the-middle attack occurs when a malicious actor intercepts communication between two parties without their knowledge
and manipulates the data exchanged. This can allow the attacker to eavesdrop on conversations, steal sensitive information, or
impersonate one of the parties involved.



NEW QUESTION # 342 
Which of the following is a principle of data security?

A. Data Masking
B. Encryption
C. Firewall
D. Intrusion Detection System

Answer: B

Explanation:
Option 1: Correct. Encryption is a principle of data security that involves converting data into a form that is unreadable by
unauthorized users. This helps protect the confidentiality of data.
Option 2: Incorrect. A firewall is a network security device that monitors and filters incoming and outgoing network traffic based on
predetermined security rules. While it plays a role in data security, it is not a principle of data security.
Option 3: Incorrect. An Intrusion Detection System (IDS) is a device or software application that monitors network or system
activities for malicious activities or policy violations and produces reports. While it plays a role in data security, it is not a principle of
data security.
Option 4: Incorrect. Data masking is a technique that replaces sensitive data with fictitious data to protect the privacy of data. While
it plays a role in data security, it is not a principle of data security.

NEW QUESTION # 343 
Which of the following services or protocols can be used to ensure the security and compliance of an organization's network?

A. NTP (Network Time Protocol)
B. SNMP (Simple Network Management Protocol)
C. DHCP (Dynamic Host Configuration Protocol)
D. DNS (Domain Name System)

Answer: B

Explanation:
Option 1: NTP is a protocol used to synchronize the clocks of computers in a network. While it is important for maintaining accurate
time, it does not directly contribute to network security and compliance. This makes it an incorrect answer.
Option 2: SNMP is a protocol used for managing and monitoring network devices. It allows for centralized monitoring,
troubleshooting, and configuration of devices. SNMP can play a crucial role in security and compliance by providing real-time
information about network devices and their behaviors. This makes it a correct answer.
Option 3: DHCP is a protocol used to assign IP addresses and network configuration parameters to devices on a network. While
DHCP is essential for network connectivity, it does not directly contribute to security and compliance. This makes it an incorrect
answer.
Option 4: DNS is a protocol used to translate domain names into IP addresses. While DNS is critical for internet connectivity, it
does not directly contribute to security and compliance. This makes it an incorrect answer.

NEW QUESTION # 344
......
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