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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q28-Q33):

NEW QUESTION # 28

A small company needs to reduce its operating costs. vendors have proposed solutions, which all focus on management of the
company's website and services. The Chief information Security Officer (CISO) insist all available resources in the proposal must be
dedicated, but managing a private cloud is not an option. Which of the following is the BEST solution for this company?

A. On-premises cloud service model
B. Single-tenancy SaaS

C. Multinency SaaS

D. Community cloud service model

Answer: B

Explanation:

A single-tenancy SaaS solution is the best solution for this company. SaaS stands for software as a service, which is a cloud-based
model that allows customers to access applications hosted by a provider over the internet. A single-tenancy SaaS solution means
that the company has its own dedicated mstance of the application and its underlying infrastructure, which ofters more control,
customization, and security than a multi-tenancy SaaS solution where multiple customers share the same resources. A single-tenancy
SaaS solution also eliminates the need for managing a private cloud or an on-premises infrastructure. Verified Reference:
https://www.comptia.org/training/books/casp-cas-004-study-guide , https:/www.ibm.com/cloud/learn/saas

NEW QUESTION # 29

A company is implementing SSL inspection. During the next six months, multiple web applications that will be separated out with
subdomains will be deployed.

Which of the following will allow the inspection of the data without multiple certificate deployments?

A. Use a third-party CA.

B. Include all available cipher suites.
C. Create a wildcard certificate.

D. Implement certificate pinning.

Answer: C

Explanation:

Explanation

A wildcard certificate is a certificate that can be used for muiltiple subdomains of'a domain, such as

* example.com. This would allow the inspection of the data without multiple certificate deployments, as one wildcard certificate can
cover all the subdomains that will be separated out with subdomains. Including all available cipher suites may not help with inspecting
the data without multiple certificate deployments, as cipher suites are used for negotiating encryption and authentication algorithirs,
not for verifying certificates.

Using a third-party CA (certificate authority) may not help with inspecting the data without multiple certificate deployments, as a
third-party CA is an entity that issues and validates certificates, not a type of certificate.

Implementing certificate pinning may not help with inspecting the data without multiple certificate deployments, as certificate pinning is
a technique that hardcodes the expected certificate or public key in the application code, not a type of certificate. Verified
References:

https//www.comptia.org/blog/what-is-a-wildcard-certificate
https/partners.comptia.org/docs/default-source/resources/casp-content-guide

NEW QUESTION # 30
Which of'the following controls primarily detects abuse of privilege but does not prevent it?

A. Separation of duties
B. Least privilege

C. Off-boarding

D. Job rotation



Answer: C

NEW QUESTION # 31

A security engineer has been asked to close all non-secure connections from the corporate network. The engineer is attempting to
understand why the corporate UTM will not allow users to download email via IMAPS. The engineer formulates a theory and
begins testing by creating the firewall ID 58, and users are able to download emails correctly by using IMAP instead. The network
comprises three VLANSs:

- VLAN 30 Guest networks L 9N O 11924168.20.0/25
- VLAN 20 Corporate user network 192.168.0.0/28
-VLAN 110 Corporate server network 192.168.0.16/29

The security engineer looks at the UTM firewall rules and finds the following:

Rule Firewall ; ; TLS
B Source Destination | Ports 5
active | ID decryption

Yes 58 VLAN 20 15.22.33.45 | 143 Enabled
Yes 33 VLAN 30 Any 80, 443, Disabled
Yes 22 VLAN 110 | VLAN 20 Any Disabled
No 21 VLAN 20 15.22(38.45 | 990 Disabled
Yes 20 VLAN 20 VLAN 110 Any Enabled
Yes 18 VLAN 20 [&ny 998, )ss Enabled

Which of the following should the security engineer do to ensure IMAPS functions properly on the corporate user network?

A. Confirm the email server certificate is installed on the corporate computers.
B. Contact the email service provider and ask if the company IP is blocked.
C. Create an IMAPS firewall rule to ensure email is allowed.

D. Make sure the UTM certificate is imported on the corporate computers.

Answer: C

Explanation:

IMAPS (Internet Message Access Protocol Secure) is a protocol that allows users to access and manipulate email messages on a
remote mail server over a secure connection. IMAPS uses SSI/TLS encryption to protect the communication between the client
and the server. IMAPS uses port 993 by default. To ensure IMAPS functions properly on the corporate user network, the security
engineer should create an IMAPS firewall rule on the UTM (Unified Threat Management) device that allows traffic from VLAN 10
(Corporate Users) to VLAN 20 (Email Server) over port 993. The existing firewall rules do not allow this traffic, as they only allow
HTTP (port 80), HTTPS (port 443), and SMTP (port 25). References:
https//www.techopedia.convdefinition/2460/internet-message-access-protocol-secure-imapshttps://www.sophos

NEW QUESTION # 32

SIMULATION

Youare about to enter the virtual environment.

Once you have conpleted the item in the virtual environment, you will NOT be allowed to return to this item
Click Next to continue.



ctivithes

Question and Instructions
DO NOT perform the following actions within the virtual environment. Making any of these changes will cause the virtual
environment to fail and prevent proper scoring,

1. Disabling ssh

2. Disabling systemd

3. Altering the network adapter 172.162.0.0

4. Changing the password in the lab admin account

Once you have conpleted the item in the virtual environment. you will NOT be allowed to return to this item

TEST QUESTION

This system was recently patched following the exploitation of a vulnerability by an attacker to enable data exfiltration.
Despite the vulnerability being patched, it is likely that a malicious TCP service is still running and the adversary has achieved
persistence by creating a systemd service.

Examples of commands to use:

kill, killall

Isof

man, --help (use for assistance)

netstat (useful flags: a, n, g, u)

ps (useful flag: a)

systemctl (to control systemd)

Please note: the list of commands shown above is not exhaustive. All native commands are available.

INSTRUSTIONS

Using the following credentials:

Username: labXXXadmin

Password: XXXyyYzz!

Investigate to identify indicators of compromise and then remediate them. You will need to make at least two changes:

1. End the compromised process that is using a malicious TCP service.

2. Remove the malicious persistence agent by disabling the service's ability to start on boot.

Answer:

Explanation:

Use sudo before any command the password is the same password provided, everything in < is not part of the command is
variable. Sudo will show you every detail you need. First command

$sudo netstat -nltp, this will show you ip, port, pid, name of task.

For added value you can also run $sudo Isof -1 :<port>. Now you need to find the service so you use $sudo systemctl --
type=service | grep <name of task>, this will give you <something>.service my was <something>-resolve.service forgot the full
name.

Suggest you do a $sudo systemctl status <full name service> to compare. After all that lets kill it all, First kill the pid $sudo kill -9
<pid>. Then lets complete the second part $sudo systemctl stop

<full name service>, follow by $sudo systemet] disable <full name service>.

Now for the cream on the top you verify that is gone $sudo netstat -nltp and $sudo systemctl status <full name service>.



NEW QUESTION # 33

The third format is desktop CAS-004 practice exam software that can be accessed easily after installing it on your Windows PC or
Laptop. These formats are there so that the students can use them as per their unique needs and prepare successfully for CAS-004
the on first try. The CAS-004 mock tests are specially built for you to evaluate what you have studied. These CompTIA Advanced
Security Practitioner (CASP+) Exam (CAS-004) practice exams (desktop and web-based) are customizable, which means that you
can change the time and questions according to your needs. Our CAS-004 practice tests teach you time management so you can
pass the CompTIA Advanced Security Practitioner (CASP+) Exam (CAS-004) certification exam.
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