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HH #46
Which of the following statements is true with respect to organization's privacy training and awareness program?

e A It should define roles and responsibilities of personnel in privacy function
¢ B. Norne of the above
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¢ (. It should necessarily cover officials from Law Enforcement Agencies that request lawful access to personal information
e D. It should cover employees of service provider dealing with personal information

EfE: A

HE #47
Which control is used to discourage the exploitation of a vulnerability or system?

A. Detective
B. Deterrent
C. Preventative
D. Corrective

Ef#: B

HM #48
You want to assure that data is shared securely, particularly with third parties outside the organization. What protocol provides the
ability to extend the network perimeter using of encapsulation and encryption?

A. Virtual Private Network (VPNJ

B. File Transfer Protocol (FTP)

C. Simple Mail Transfer Protocol

D. Virtual Local Area Network (VLAN)

Ef: A

B #49

With respect to privacy monitoring and incident management process, which of the following should be a part of a standard incident
handling process?

I) Incident identification and notification

II) Investigation and remediation

III) Root cause analysis

IV) User awareness training on how to report incidents

A. Tand I

B. I, IT and Il

C. All of the Above
D. Il and IV

EfE: C
R

DSCI Privacy Framework recommends a holistic approach to incident management which includes:

* Identification and timely notification of incidents (1)

* Thorough mvestigation and effective remediation measures (1I)

* Conducting root cause analysis to prevent recurrence (I11)

* Educating users on how to recognize and report incidents (IV)

Each of'these components plays a critical role in reducing risk exposure and ensuring continual improvement of the privacy program

HH #50
Which of the following provisions of Information Technology (Amendment) Act, 2008 deal with protection of PI or SPDI of
Individuals?

o A. Section43A & Section 72A
e B. Section43A & Section 65
e (. Section 65



e D. Section43A

IEf#: D
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