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GIAC GCIH (GIAC Certified Incident Handler) Certification Exam is a professional certification program for individuals who are
interested in pursuing a career in incident handling and response. GIAC Certified Incident Handler certification program is designed
to test the knowledge and skills of individuals who are responsible for managing and responding to security incidents in an
organization.
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desktop software works offline and only on Windows computers.
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How to book GCIH Exams
In order to apply for the GCIH, You have to follow these steps

1. Go to the GCIH Official Site
2. Read the instruction Carefully
3. Follow the given steps
4. Apply for the GCIH

GIAC Certified Incident Handler Sample Questions (Q27-Q32):
NEW QUESTION # 27 
Which of the following strategies allows a user to limit access according to unique hardware information supplied by a
potential client?

A. WEP
B. Extensible Authentication Protocol (EAP)
C. Wireless Transport Layer Security (WTLS)
D. MAC address filtering

Answer: D

NEW QUESTION # 28 
Which of the following statements about a Trojan horse are true?
Each correct answer represents a complete solution. Choose two.

A. It is a malicious software program code that resembles another normal program.
B. The writers of a Trojan horse can use it later to gain unauthorized access to a computer.
C. It infects the boot record on hard disks and floppy disks.
D. It is a macro or script that attaches itself to a file or template.

Answer: A,B

NEW QUESTION # 29 
Adam works as an Incident Handler for Umbrella Inc. His recent actions towards the incident are not up to the standard norms of
the company. He always forgets some steps and procedures while handling responses as they are very hectic to perform.
Which of the following steps should Adam take to overcome this problem with the least administrative effort?

A. Create incident checklists.
B. Create incident manual read it every time incident occurs.
C. Create new sub-team to keep check.
D. Appoint someone else to check the procedures.

Answer: A

Explanation:
Section: Volume A

NEW QUESTION # 30 
John works as a Penetration Tester in a security service providing firm named you-are-secure Inc. Recently, John's
company has got a project to test the security of a promotional Website www.missatlanta.com and assigned the pen-
testing work to John. When John is performing penetration testing, he inserts the following script in the search box at
the company home page:
<script>alert('Hi, John')</script>
After pressing the search button, a pop-up box appears on his screen with the text - "Hi, John." Which of the following
attacks can be performed on the Web site tested by john while considering the above scenario?
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A. Buffer overflow attack
B. CSRF attack
C. Replay attack
D. XSS attack

Answer: D

NEW QUESTION # 31 
What is the major difference between a worm and a Trojan horse?

A. A worm is self replicating, while a Trojan horse is not.
B. A Trojan horse is a malicious program, while a worm is an anti-virus software.
C. A worm is a form of malicious program, while a Trojan horse is a utility.
D. A worm spreads via e-mail, while a Trojan horse does not.

Answer: A

Explanation:
Section: Volume A

NEW QUESTION # 32
......
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