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HH #49
How does Smart Scan vary from conventional pattern-based anti-malware scanning?

e A, Smart Scan shifts much of the malware scanning functionality to an external Smart Protection Server.

e B. Smart Scan improves the capture rate for malware scanning by sending features of suspicious files to a cloud-based server
where the features are compared to known malware samples.

e C. Smart Scan identifies files to be scanned based on the content of the file, not the extension.

e D. Smart Scan is performed in real time, where conventional scanning must be triggered manually, or run on a schedule.
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Smart Scan offloads much of the malware scanning workload to a dedicated external Smart Protection Server (can be Trend Micro-
hosted or on-premise), rather than performing all scanning and pattern lookups locally.

The endpoint performs a lightweight initial scan and then queries the Smart Protection Server for advanced analysis, improving
performance and reducing pattern update frequency on endpoints.

From the official documentation:

"With Smart Scan, the agent sends file or process attributes to a Smart Protection Server, which then perforns the pattern matching
and returns the result. This allows agents to use a smaller local pattern file and offloads the majority of scanning to the Smart
Protection infrastructure." Option B is correct.

Option A is misleading; although file features are checked externally, the main difference is offloading, not capture rate.

Option C is incorrect; both methods can scan in real-time.

Option D describes IntelliScan, not Smart Scan.

References:

Trend Micro Deep Security Help: Smart Scan

Trend Micro Smart Protection Server Administrator's Guide

HM #50
A collection of servers protected by Deep Security do not have Internet access. How can Smart Scan be used on these computers.

A. Promote one of the Deep Security Agents on the air gapped computers to become a Re-lay.

B. Smart Scan can be configured to use a local pattern file containing the same information as the Smart Protection Network.
C. Install a Smart Protection Server in the environment and set it as the source for File Reputation information.

D. Smart Scan must contact the Smart Protection Network to fnction. Any servers without Internet access will be unable to
use Smart Scan.

Ef#: C
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H #51
Which of'the following statements is true regarding software inventories used as part of the Application Control Protection Module?

¢ A. Anadministrator can view the list of allowed of software in the inventory from the De-tails tab for each individual
Computer.

¢ B. Disable the Application Control Protection Module when installing software upgrades, otherwise, the new software will be
prevented from installing,

¢ C. Anadministrator can share the inventory of allowed software with other computers protected by Deep Security Agents, by
copying the mventory database file (ac.db) from the source computer.

¢ D. When an administrator allows software that would be otherwise blocked by the En-forcement Mode, it isn't added to the
mventory of approved software. Instead, it is added to that computer's white list.

IEf#: D

HH #52
Which of the following statements is false regarding the Log Inspection Protection Module?

A. Deep Security Manager collects Log Inspection Events from Deep Security Agents at every heartbeat.
B. The Log Inspection Protection Module is supported in both agent-based and agentless environments.
C. Scan for Recommendations identifies Log Inspection rules that Deep Security should implement.

D. Custom Log Inspections rules can be created using the Open Source Security (OSSEC) standard.

IEf: C

A -
The Scan for Recommendations feature in Deep Security does not recommend Log Inspection rules; it recommends rules for



modules such as Intrusion Prevention, Firewall, and Integrity Monitoring.

Log Inspection recommendations must be manually configured or imported.

All other statements (A, B, C) are true.

From the official documentation:

"Scan for Recommendations identifies applicable Intrusion Prevention, Integrity Monitoring, and Firewall rules. It does not suggest
Log Inspection rules."

"Custom log inspection rules can be created using OSSEC-compatible syntax."

"Deep Security Manager collects Log Inspection events from agents during the heartbeat process."

"Log Inspection is supported in agent-based and agentless deployments (with VMware)." References:

Trend Micro Deep Security 20 LTS Admmnistrator's Guide - Log Inspection Scan for Recommendations - Deep Security Help

HM #53
While viewing the details of the Firewall Protection Module, as displayed in the exhibit, you note that a few rules have already been
assigned. You try to disable these rules, but they can not be unassigned. Why can the displayed rules not be unassigned?
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¢ A The rules displayed in the exhibit can not be unassigned as the administrator currently logged into the Deep Security
Manager Web console does not have the permissions necessary to unassign rules.

¢ B. The rules displayed in the exhibit have been hard-coded with the details of the policy. These rules will automatically be
assigned to all Firewall policies that are created and can not be unassigned.

e C. The rules displayed in the exhibit have been assigned to the policy at the parent level. Rules assigned to a parent policy can
not be unassigned at the child level.

¢ D. The rules displayed in the exhibit were assigned to the policy automatically when a Recommendation Scan was run. Rules
assigned through a Recommendation Scan can not be disabled once assigned.

EfE: C
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