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HA #145

During your review of an OSC's system security control, you focus on CMMC practice SC.1.2-3.13.9 - Connections Termination.
The OSC uses a custom web application for authorized personnel to access CUI remotely. Users log in with usernames and
passwords. The application is hosted on a dedicated server within the company's internal network. The server operating system
utilizes default settings for connection timeouts.

Network security is managed through a central firewall, but no specific rules are configured for terminating inactive connections
associated with the CUI access application. Additionally, there is no documented policy or procedure outlining a defined period of
nactivity for terminating remote access connections. Interviews with I'T personnel reveal that they rely solely on users to remember
to log out of the application after completing their work. The scenario mentions that the server utilizes default settings for connection
timeouts.

‘What additional approach, besides relying solely on user awareness, could be implemented to achieve connection termination based
on inactivity and comply with CMMC practice SC.1.2-3.13.9 - Connections Termination?

¢ A Upgrade the server operating system to the latest version, as newer versions may have stricter default timeouts for idle
comnections

¢ B. Modify the server-side application settings to automatically terminate inactive user sessions after a defined period

e C. Implement a centralized nactivity monitoring tool to identify inactive connections across the network and notify
admmistrators for manual termination

¢ D. Educate users about the importance of logging out and the risks associated with leaving sessions open

Ef#: B
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Comprehensive and Detailed In-Depth Explanation:

SC.L12-3.13.9 requires "terminating connections after a defined mactivity period." Modifying application settings to auto-terminate
sessions (A) directly enforces this, replacing user reliance with a technical control, per CMMC intent. Monitoring with manual action
(B) isn't automatic, OS upgrades (C) don't guarantee compliance, and education (D) supplements, not replaces,enforcement.
Extract from Official CMMC Documentation:



* CMMC Assessment Guide Level 2 (v2.0), SC.L2-3.13.9: "[mplement auto-termination at application level for nactivity."
* NIST SP 800-171A, 3.13.9: '"Test application settings for timeout enforcement." Resources:

* httpsz/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 FINAL 202112016 _508.pdf

H M #146

An OSC has built an enclave for its production environment. The enclave sits behind a firewall, with all equipment connected through
a switch. There is a shipping workstation and physically connected label printer (used for the sales system, which does not process
CUI) that the OSC clains are Contractor Risk Managed Assets (CRMA). Other than showing that the shipping workstation and
label printer are not intended to store or transmit CUI, and documenting them in the SSP, how BEST would the OSC show that the
shipping workstation and label printer are Contractor Risk Managed Assets?

¢ A. Document in the asset inventory and include them in the network diagram to facilitate scoping discussions during the pre-
assessment.

¢ B. Document the shipping workstation and label printer in the asset inventory; show that they are managed using vendor-
recommended risk-based security practices; and include them in the network diagram

¢ C. Document the shipping workstation and label printer in the asset inventory; show that they are managed using industry risk-
based security best practices; and include them in the network diagram to facilitate scoping discussions during the pre-
assessment.

¢ D. Document the shipping workstation and label printer in the asset inventory; show that they are managed using the
organization's risk-based security policies and procedures; and include them in the network diagram

Ef#: D
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The CMMC Scoping Guidance specifies that Contractor Risk Managed Assets must:

* Be documented in the asset inventory,

* Be governed by the organization's own risk-based policies and procedures,

* Be included in the system boundary/network diagram

Extract:

"Contractor Risk Managed Assets are those managed according to the OSC's risk-based policies and procedures. They must be
documented in the asset inventory and represented in the system boundary." Thus, option C is the best answer.

Reference: CMMC Scoping Guidance - Contractor Risk Managed Assets.

B #147

After being selected for a C3PAO Assessment Team, you have been chosen as the Lead Assessor for an upcoming project
mnvolving an OSC that produces aircraft parts. Your C3PAO has assigned you various responsibilities. Which of the following is not
your responsibility as a Lead Assessor?

¢ A. Developing the evidence collection approach and managing the assessment team.

e B. Review and collect evidence to demonstrate that the practice being performed is effectively implemented and conforms to
the CMMC standard.

¢ C. Framing and planning the assessment.

¢ D. Validating site access and communicating visitation policies with the Assessment Team.

EfE: B
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Comprehensive and Detailed in Depth Explanation:

The Lead Assessor’s role per CAP focuses on planning, managing, and coordinating the assessment, not directly collecting evidence,
which is delegated to Assessment Team members. Options A, B, and C are explicit Lead Assessor duties. Option D is a team
member responsibility.

Extract from Official Document (CAP v1.0):

* Section 1.5 - Assessment Team Roles (pg. 16):'The Lead Assessor is responsible for framing, planning, and managing the
assessment, while team members conduct evidence collection and examination." References:

CMMC Assessment Process (CAP) v1.0, Section 1.5.



HA #148

While scoring the evidence for a particular CMMC practice, the Certified Assessor notes that one of the practice objectives is NOT
MET, thereby scoring the entire practice as NOT MET. The OSC Assessment Official disagrees with the Certified Assessor's
decision, and they both take the dispute to the Lead Assessor, who is unable to resolve the issue to the OSC's satisfaction.

How will this dispute be settled?

A. The Certified Assessor is certified and, as such, the decision will stand.

B. The Lead Assessor will present the dispute to the C3PAO Official, who will make a ruling,
C. The Lead Assessor is the final arbiter of the dispute.

D. The OSC can supply adequate proofto the Cyber-AB to overturn the decision.

IEf#: B

TR

The CMMC Assessment Process (CAP) specifies that when disputes cannot be resolved by the Lead Assessor, they must be
elevated to the C3PAO Official, who has authority to make the final decision.

Extract:

"Unresolved disputes between the OSC and the Assessment Team must be elevated to the C3PAQO Official for final resolution."
Therefore, the C3PAO Official is the final arbiter in such disputes.

Reference: CMMC Assessment Process (CAP), Dispute Resolution.

H #149

A representative of a CMMC Level 2 certified DoD contractor has reached out to you as a CCA for an explanation of FedRAMP
equivalency. They want to use a Cloud Service Offering (CSO) from a renowned CSP, but n light of the DoD FedRAMP
equivalency memo, they are reluctant. In your conversation, you learn that although the CSO has impressive features, the assessment
by a FedRAMP 3PAQ resulted in a Plan of Action and Milestones (POA&M) that the CSP is remedying. What is the main reason
the contractor shouldn't use the CSP's services?

A. The CSO has not been given JAB P-ATO

B. The CSO hasn't fully met (100%) FedRAMP Moderate or equivalent baselines
C. The CSP has not closed out the POA&Ms

D. The CSO is not DFARS 252.204-7019 compliant

IEf#: B
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Comprehensive and Detailed in Depth Explanation:

The DoD FedRAMP Equivalency Memo (January 2024) requires CSOs to be 100% compliant with FedRAMP Moderate
baselines, assessed by a 3PAO, without POA&MSs. Open POA&M s (Option A) indicate noncompliance, but the core issue is
Option D-failure to fully meet the baseline, per DFARS 252.204-7012.

Option B is unrelated to FedRAMP. Option C (JAB P-ATO) isn't required. Option D is the correct answer.

Reference Extract:

* DoD FedRAMP Equivalency Memo (January 2024):"CSOs must be 100% FedRAMP Moderate compliant, no POA&Ms
allowed."Resources:https://dodcio.defense.gov/Portals/0/Documents/Library
/FEDRAMP-EquivalencyCloudServiceProviders.pdf
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