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GIAC Enterprise Incident Response Sample Questions (Q45-Q50):

NEW QUESTION # 45
What is cloud computing?
Response:

e A. A method of data storage that requires frequent manual intervention
e B. The use of local storage for all business operations
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¢ C. A technology that relies solely on physical servers within an enterprise
e D. The practice of using a network of remote servers hosted on the Internet to store, manage, and process data

Answer: D

NEW QUESTION # 46

How should an incident response team address the challenge of scaling their operations during a widespread malware infection
across multiple organizational units?

Response:

A. Limiting the response to only critical systems and assets

B. Through pre-defined escalation procedures and role-based task assignments
C. By temporarily hiring external consultants to manage the workload

D. By shutting down all operations until the malware is contained

Answer: B

NEW QUESTION # 47
Which approaches are considered best practices for achieving comprehensive visibility in a distributed enterprise environment?
Response:

A. Real-time synchronization of security data across all assets

B. Use of endpoint telemetry for behavior analysis

C. Consolidation of logs in a centralized repository for incident analysis
D. Sole reliance on antivirus software alerts

Answer: A,B,C

NEW QUESTION # 48
What is the role of forensic analysis in the context of enterprise incident response management?
Response:

A. To analyze data artifacts for determning the scope and impact of a security breach
B. To assess the performance of the IT department on a quarterly basis

C. To ensure compliance with international travel and trade laws

D. Primarily to facilitate insurance claims following an incident

Answer: A

NEW QUESTION # 49

What are effective strategies for ensuring data integrity during macOS forensic analysis?
(Choose Two)

Response:

A. Creating verified backups before conducting analysis
B. Creating cryptographic hashes of data before analysis
C. Using guest accounts for analysis tasks

D. Conducting analysis on original data

Answer: B,.D

NEW QUESTION # 50
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