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WGU Network-and-Security-Foundation Sample Questions (Q58-Q63):
NEW QUESTION # 58 
Access to a company's information system requires a user to be within a valid geographic location and to enter a valid username and
password.
Which concept does this scenario demonstrate?

A. Single sign-on
B. User-based accounting
C. Certificate verification
D. Multifactor authentication

Answer: D

Explanation:
Multifactor authentication (MFA)requires users to verify their identity usingmultiple factors, such as something they know
(password), something they have (a token or phone), or somewhere they are (geolocation-based access control). Requiring both
location verification andpassword authentication demonstrates MFA.
* Certificate verificationchecks digital certificates for security but does not use multiple authentication factors.
* User-based accountinglogs user activities but does not verify identity.
* Single sign-on (SSO)allows access to multiple systems with one login but is not necessarily MFA.

NEW QUESTION # 59 
An attacker uses malicious software to disable network resources, demanding a ransom to restore access.
Which category describes the purpose of the attack?

A. Denial of availability
B. Data export
C. Data modification
D. Launch point

Answer: A

Explanation:
This describes aransomware attack, which falls underdenial of availabilitybecause it prevents users from accessing their data or
systems until a ransom is paid. Attackers use encryption to lock files, disrupting operations.
* Data modificationrefers to unauthorized changes to information.
* Data exportinvolves stealing data rather than disabling access.
* Launch pointdescribes an attacker's use of a compromised system to attack others.

NEW QUESTION # 60 
A host is already set up with an operating system. An administrator wants to install a hypervisor atop the operating system to allow
for setting up virtual machines.
Which hypervisor should be used?

A. Type 1
B. Proprietary
C. Type 2
D. Open source
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Answer: C

NEW QUESTION # 61 
A computer network has software that tracks successful and unsuccessful connection attempts to the network in order to better
identify attacks.
Which network security concept does this scenario address?

A. Authorization
B. Authentication
C. Availability
D. Accounting

Answer: D

Explanation:
Accounting(also known asauditing or logging) is a network security concept that tracks user activities, includingsuccessful and failed
authentication attempts, system changes, and resource access. This helps in detecting and mitigating security breaches.
* Authenticationverifies user identity but does not track activity.
* Availabilityensures systems remain operational.
* Authorizationcontrols user permissions but does not log activities.

NEW QUESTION # 62 
Which layer of the TCP/IP model includes the Internet Protocol (IP)?

A. Network or internet
B. Transport
C. Physical or network access
D. Application

Answer: A

Explanation:
TheNetwork or Internet layerof the TCP/IP model is responsible for addressing, routing, and delivering packets across networks.
TheInternet Protocol (IP)operates at this layer, ensuring thatdata is correctly routed from the source to the destination.
* Physical or network access layerdeals with hardware transmission (e.g., Ethernet, Wi-Fi).
* Application layerincludes end-user services (e.g., HTTP, FTP).
* Transport layermanages data flow using protocols like TCP and UDP but does not handle IP addressing.

NEW QUESTION # 63
......
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