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What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your network is
comprised of Windows NT, 2000, and XP?

A. 0
B. 1
C. 2
D. 3
E. 4
F. 5

Answer: B,E,F

Explanation:
To block NetBIOS and related Windows networking traffic from traversing a firewall (especially from external sources), you should
block the following ports:
* Port 135 (TCP/UDP): Microsoft RPC endpoint mapper (DCOM/RPC)
* Port 139 (TCP): NetBIOS Session Service
* Port 445 (TCP): Direct-hosted SMB over TCP/IP (Windows 2000+)
These ports are commonly used for:
* File sharing
* RPC-based communication
* Windows network services
From CEH v13 Official Courseware:
* Module 3: Scanning Networks
* Module 4: Enumeration
CEH v13 Study Guide states:
"To prevent external enumeration, remote file sharing, and NetBIOS attacks, administrators should block inbound access to ports
135, 139, and 445 on the firewall." Incorrect Options:
* A (110): POP3 mail service
* D (161): SNMP
* F (1024): High ephemeral port; not specific to NetBIOS
Reference:CEH v13 Study Guide - Module 4: Enumeration # NetBIOS Enumeration PreventionMicrosoft Security Best Practices -
Block SMB Ports (135-139, 445)

NEW QUESTION # 532 
Chandler works as a pen-tester in an IT firm in New York. As part of detecting viruses in the systems, he uses a detection method
where the antivirus executes the malicious code on a virtual machine to simulate CPU and memory activities.
Which type of virus detection method did Chandler use in this context?

A. Heuristic Analysis
B. Integrity checking
C. Code Emulation
D. Scanning

Answer: C

Explanation:
In CEH v13 Module 06: Malware Threats, code emulation is defined as a technique used by modern antivirus software where a
virtual CPU and memory are created to safely execute and analyze malware in a sandboxed environment.
This allows the detection engine to observe runtime behavior of suspicious code without risking the actual system.
It's more effective than signature-based detection for catching polymorphic and obfuscated malware.
Reference:
Module 06 - Malware Detection Techniques
CEH eBook: Heuristic vs. Emulation-Based Detection
CEH iLabs: Malware Analysis with Emulation and Behavior-Based Techniques

NEW QUESTION # 533 
which of the following information security controls creates an appealing isolated environment for hackers to prevent them from
compromising critical targets while simultaneously gathering information about the hacker?



A. Honeypot
B. intrusion detection system
C. BotnetD Firewall

Answer: A

Explanation:
A honeypot may be a trap that an IT pro lays for a malicious hacker, hoping that they will interact with it during a way that gives
useful intelligence. It's one among the oldest security measures in IT, but beware:
luring hackers onto your network, even on an isolated system, are often a dangerous game.
honeypot may be a good starting place: "A honeypot may be a computer or computing system intended to mimic likely targets of
cyberattacks." Often a honeypot are going to be deliberately configured with known vulnerabilities in situation to form a more
tempting or obvious target for attackers. A honeypot won't contain production data or participate in legitimate traffic on your
network - that's how you'll tell anything happening within it's a results of an attack. If someone's stopping by, they're up to no good.
That definition covers a various array of systems, from bare-bones virtual machines that only offer a couple of vulnerable systems to
ornately constructed fake networks spanning multiple servers. and therefore the goals of these who build honeypots can vary widely
also , starting from defense thorough to academic research.
additionally , there's now an entire marketing category of deception technology that, while not meeting the strict definition of a
honeypot, is certainly within the same family. But we'll get thereto during a moment.
honeypots aim to permit close analysis of how hackers do their dirty work. The team controlling the honeypot can watch the
techniques hackers use to infiltrate systems, escalate privileges, and otherwise run amok through target networks. These sorts of
honeypots are found out by security companies, academics, and government agencies looking to look at the threat landscape. Their
creators could also be curious about learning what kind of attacks are out there, getting details on how specific sorts of attacks
work, or maybe trying to lure a specific hackers within the hopes of tracing the attack back to its source. These systems are often
inbuilt fully isolated lab environments, which ensures that any breaches don't end in non-honeypot machines falling prey to attacks.
Production honeypots, on the opposite hand, are usually deployed in proximity to some organization's production infrastructure,
though measures are taken to isolate it the maximum amount as possible. These honeypots often serve both as bait to distract
hackers who could also be trying to interrupt into that organization's network, keeping them faraway from valuable data or services;
they will also function a canary within the coalpit , indicating that attacks are underway and are a minimum of partially succeeding.

NEW QUESTION # 534 
You are trying to break into a highly secure mainframe system at a bank. Conventional hacking doesn't work because of strong
technical defenses. You aim to exploit the human element instead.
How would you proceed?

A. Try to hang around local pubs or restaurants near the bank, get talking to a disgruntled employee, and offer them money
for sensitive access
B. Launch a DDoS attack using thousands of zombies
C. Conduct a Man-in-the-Middle (MiTM) attack using DNS cache poisoning
D. Look for zero-day exploits at underground hacker websites and buy them

Answer: A

Explanation:
Comprehensive and Detailed Explanation:
This is a classic example of social engineering. When a system is well-secured technically, attackers often turn to exploiting human
vulnerabilities - such as:
* Talking to employees and gaining their trust
* Bribing disgruntled or low-level staff
* Gaining physical access or insider information through manipulation
From CEH v13 Courseware:
* Module 7: Social Engineering
Incorrect Options:
* A: Zero-days are rare and expensive; not always feasible.
* C: DDoS is disruptive, not data-oriented.
* D: MiTM is a complex network-based attack, unlikely effective against a hardened internal mainframe.
Reference:CEH v13 Study Guide - Module 7: Psychological Approaches to Social EngineeringKevin Mitnick's "The Art of
Deception" - Real-world examples of insider targeting



NEW QUESTION # 535 
You are trying to break into a highly classified top-secret mainframe computer with highest security system in place at Merclyn
Barley Bank located in Los Angeles.
You know that conventional hacking doesn't work in this case, because organizations such as banks are generally tight and secure
when it comes to protecting their systems.
In other words, you are trying to penetrate an otherwise impenetrable system.
How would you proceed?

A. Try to conduct Man-in-the-Middle (MiTM) attack and divert the network traffic going to the Merclyn Barley Bank's
Webserver to that of your machine using DNS Cache Poisoning techniques
B. Look for "zero-day" exploits at various underground hacker websites in Russia and China and buy the necessary exploits
from these hackers and target the bank's network
C. Launch DDOS attacks against Merclyn Barley Bank's routers and firewall systems using 100, 000 or more "zombies" and
"bots"
D. Try to hang around the local pubs or restaurants near the bank, get talking to a poorly-paid or disgruntled employee, and
offer them money if they'll abuse their access privileges by providing you with sensitive information

Answer: D

NEW QUESTION # 536
......
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