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¢ System Configuration: This section of the exam measures the skills of a Network Security Architect and

covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirerments.

FrRE2

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

FE3

Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.
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o Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL

FE4 ¢ SSH inspection, combining web filtering and application control mechanisis, integrating intrusion

prevention systemns, and utilizing the Internet Service Database to create layered security protections for

organizational networks.

¢ Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes

FES configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across

complex organizational networks.
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An administrator needs to install an IPS profile without triggering false positives that can impact applications and cause problems
with the user's normal traffic flow.

‘Which action can the administrator take to prevent false positives on IPS analysis?

¢ A Enable Scan Outgoing Connections to avoid clicking suspicious links or attachments that can deliver botnet malware and
create false positives.

¢ B. Use the IPS profile extension to select an operating system, protocol, and application for all the network internal services
and users to prevent false positives.

e (. Use an IPS profile with action monitor, however, the administrator must be aware that this can compromise network
integrity.

e D. Install missing or expired SSUTLS certificates on the client PC to prevent expected false positives.

EX: B

Bt B B -

False positives in Intrusion Prevention System (IPS) analysis can disrupt legitimate traffic and negatively impact user experience. To
reduce false positives while maintaining security, administrators can:

# Use IPS profile extensions to fine-tune the settings based on the organization's environment.

# Select the correct operating system, protocol, and application types to ensure that IPS signatures match the network's actual traffic
patterns, reducing false positives.

# Customize signature selection based on the network's specific services, filtering out unnecessary or irrelevant signatures.

R #21

Refer to the exhibit.

A normalized nterface LAN on FortiManager is shown.

Which two statements about this interface configuration are correct? (Choose two.)

¢ A The normalized interface LAN will be mapped to the wireless nterface for FortiGate-81E model devices.
¢ B. The normalized interface LAN will be mapped to the port2 interface for NGFW-1 [Core2].
e C. The normalized nterface LAN will be mapped to the Human Resources terface for any FortiGate-40F model devices.
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¢ D. The normalized interface LAN will be mapped to the private interface for FortiGate- VM64 model devices.
Z%R: AB

i RE R «

The normalized interface named LAN is mapped per platformso that, for any FortiGate-81E device, it corresponds to the interface
named Wireless. In addition, a specific per-device mapping is defined so that, on device NGFW-1 [Core2], the normalized LAN
interface maps to the physical interface port2.

=8 #22
What does the command set forward-domain <domain D> in a transparent VDOM interface do?

A. Tt configures the interface to prioritize traffic based on the domain ID, enhancing quality of service for specified VLANS.
B. It assigns a unique domain ID to the interface, allowing it to operate across multiple VLANs within the same VDOM.
C. It isolates traffic within a specific VLAN by assigning a broadcast domain to an interface based on the VLAN ID.

D. It restricts the interface to managing traffic only from the specified VLAN, effectively segregating network traffic.
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P& #23
Refer to the exhibit, which shows an OSPF network.

Which types of link-state advertisements (LSA) will NGFW-1 send, if it is a backup designated router (BDR)?

A. NGFW-1 will send type 1 and type 4 LSAs.
B. NGFW-1 will send type 1 and type 2 LSAs.
C. NGFW-1 will send type 1 and type 3 LSAs.
D. NGFW-1 will send type 1 and type 5 LSAs.

ER: C

P& #24
How will configuring set tcp-mss-sender and set tcp-nss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

¢ A. The maximum segment size permitted in the firewall policy determines whether TCP packets are allowed or denied.

¢ B. The admmnistrator must consider the payload size of the packet and the size of the IP header to configure a correct value in
the firewall policy.

e C. The TCP packet modifies the packet size only if the size of the packet is less than the one the administrator configured in
the firewall policy.

e D. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.

ZE: D

f R A«

The set tep-mss-sender and set tep-nss-receiver commands in a firewall policy allow an administrator to adjust the Maximum
Segment Size (MSS) of TCP packets.

This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.

set tep-mss-sender adjusts the MSS value for outgoing TCP traffic. set tcp-nss-receiver adjusts the MSS value for incoming TCP
traffic.

This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.

R 8 #25
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