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o Software Architecture Types: This section of the exam measures skills of Software Architects and covers
various architecture types used in large scale software systems. Learners explore different architectural

bEY 71 models and frameworks that guide system design decisions. The content addresses how to identify and

evaluate architectural patterns that best fit specific project requirements and organizational needs.

e Large Scale Software System Design: This section of the exam measures skills of Software Architects and

covers the design and analysis of large scale software systems. Learners mnvestigate methods for planning
FEwY 22 complex software architectures that can scale and adapt to changing requirements. The content addresses
techniques for creating system designs that accommodate growth and handle increased workload
demands.

¢ Software System Management: This section of the exam measures skills of Software Project Managers

and covers the management of large scale software systens. Learners study approaches for overseeing
hEY 73 software projects from conception through deployment. The material focuses on coordination strategies
and management techniques that ensure successful delivery of complex software solutions.

e Reliable and Secure Software Systers: This section of the exam measures skills of Software Engineers and
Security Architects and covers building well structured, reliable, and secure software systems. Learners
NEw 24 explore principles for creating software that perforns consistently and protects against security threats. The
content addresses methods for implementing reliability measures and security controls throughout the

software development lifecycle.
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HH #74
Which secure coding best practice says to use well-vetted algorithims to ensure that the application uses random identifiers, that
identifiers are appropriately restricted to the application, and that user processes are fully termmated on logout?

A. Session Management
B. Output Encoding

C. Access Control

D. Input Validation

EfE: A

B #75
What are the eight phases of the software development lifecycle (SDLC)?

A. Gather requirements, prototype, perform threat modeling, write code, test, user acceptance testing, deploy, maintain
B. Plan, gather requirements, identify attack surface, design, write code, perform code reviews, test, deploy

C. Planning, security analysis, requirement analysis, design, implementation, threat mitigation, testing, maintenance

D. Planning, requirements, design, implementation, testing, deployment, maintenance, end of life

Ef: D

HH #76
Which type of security analysis is limited by the fact that a significant time nvestment of a highly skilled team member is required?
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A. Manual code review
B. Dynamic code analysis
C. Static code analysis
D. Fuzz testing

EfE: A

R

Manual code review is a type of security analysis that requires a significant time investment from a highly skilled team member. This
process involves a detailed and thorough examination of the source code to identify security vulnerabilities that automated tools might
miss. It is labor-intensive because it relies on the expertise of the reviewer to understand the context, logic, and potential security
implications of the code. Unlike automated methods like static or dynamic code analysis, manual codereview demands a deep
understanding of the codebase, which can be time-consuming and requires a high level of skill and experience.

References: The information provided here is based on industry best practices and standards for secure software design and
development, as well as my understanding of security analysis methodologies12.

B #77

The product team has been tasked with updating the user interface (UI). They will change the layout and also add restrictions to field
lengths and what data will be accepted.

Which secure coding practice is this?

A. Input validation
B. Data protection
C. Communication security
D. Access control

Ef: A

fEE L

Comprehensive and Detailed Explanation From Exact Extract:

This s an example of Input validation, which involves ensuring all user inputs conformto expected formats, lengths, and content
before processing. Restricting field lengths and validating accepted data types prevents injection attacks, buffer overflows, and
improper data handling, Access control (B) restricts user permissions, communication security (C) protects data in transit, and data
protection (D) focuses on confidentiality and mtegrity of stored data. OWASP Secure Coding Practices and Microsoft SDL
emphasize rigorous input validation as a first line of defense against many vulnerabilities.

References:

OWASP Secure Coding Practices - Input Validation

Microsoft SDL Secure Coding Guidelines

NIST SP 800-53: Security and Privacy Controls for Information Systems

ER#78

The security team is reviewing all noncommercial software libraries used in the new product to ensure they are being used according
to the legal specifications defined by the authors.

What activity of the Ship SDL phase is being performed?

A. Final security review

B. Penetration testing

C. Open-source licensing review
D. Policy compliance analysis

IEf: C
AR :

The activity described pertains to the review of noncommercial software libraries to ensure compliance with the legal specifications
set by the authors. This is part of the open-source licensing review, which is a critical activity in the Ship phase of the Security
Development Lifecycle (SDL). This review ensures that all open- source components are used in accordance with their licenses,
which is essential for legal and security compliance.

: The Ship phase of the SDL includes various activities such as policy compliance review, vulnerability scanning, penetration testing,
open-source licensing review, and final security and privacy reviews12. The open-source licensing review specifically addresses the



legal aspects of using third-party software components2.
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