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F5 F5CAB4 Exam Syllabus Topics:

Topic Details

Topic 1
Identify and report current device status: This domain covers monitoring BIG-IP operational status through
LCD panels, dashboards, Network Map, GUI
TMSH commands, and checking high availability states.

Topic 2

List which log files could be used to find events and
or hardware issues: This section teaches identification of key log files (
var
log
ltm, secure, audit), understanding event severity levels, and interpreting log messages.

Topic 3
Explain config sync: This section focuses on configuration synchronization procedures, identifying sync
errors, determining sync necessity, checking sync status, and comparing configuration timestamps.

Topic 4
Identify configured system services: This domain covers verifying proper configuration of essential services
including DNS, NTP, SNMP, and syslog.

Topic 5
Identify management connectivity configurations: This section focuses on understanding management access
configurations, including management IP addresses, port lockdown settings, remote connectivity
verification, and troubleshooting access issues.

Topic 6

Explain authentication methods: This section focuses on user management including creating
modifying users, configuring remote authentication providers, and implementing group-based access
control.

F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q49-Q54):
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The BIG-IP Administrator runs the command:
netstat -an | grep 443
and sees the following output:
tcp 0 0 0.0.0.0:443 0.0.0.0:* LISTEN
What does this output indicate about the service on port 443? (Choose one answer)

A. The service is actively listening on all interfaces for HTTPS traffic.
B. The service is in a standby state and unable to accept connections.
C. The service indicates no connections to the LISTEN port.
D. The service is actively listening only on the loopback interface.

Answer: A

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
In netstat output:
0.0.0.0:443 means the service is bound to all available IPv4 interfaces on the system.
LISTEN indicates the service is actively waiting for incoming connection requests.
Therefore, this output confirms that a service (commonly HTTPS/443, such as the BIG-IP Configuration Utility or an application
listener) is actively listening on all interfaces, making B the correct answer.
Why the other options are incorrect:
A would show 127.0.0.1:443 if it were loopback-only.
C is incorrect because LISTEN explicitly indicates readiness to accept connections.
D is unrelated; standby state does not affect socket binding shown by netstat.
Hence, the correct answer is B.

NEW QUESTION # 50 
An LTM device has a virtual server mapped to www.f5.com. Users report that when they connect to /resources/201.1.2h.l_l.com
they are unable to receive content. What is the likely cause of the issue?

A. The virtual address does not have ARP enabled.
B. The pool associated with the virtual server is falling its health check.
C. The virtual address does not have route advertising enabled.
D. The pool associated with the virtual server does not have priority group activation enabled.

Answer: A

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: The Control Plane
is responsible for ARP (Address Resolution Protocol) management for Virtual Addresses. For a Virtual Server to be reachable, the
BIG-IP must respond to ARP requests for that IP. If the "ARP" setting is disabled on the Virtual Address properties, upstream
routers cannot resolve the MAC address of the BIG-IP, leading to connectivity failure even if the service itself is "Available."

NEW QUESTION # 51 
Administrative user accounts have been defined on the remote LDAP server and are unable to log in to the BIG-IP device.
Which log file should the BIG-IP Administrator check to find the related messages? (Choose one answer)

A. /var/log/user.log
B. /var/log/ltm
C. /var/log/secure
D. /var/log/messages

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
When BIG-IP is configured to use remote authentication (such as LDAP), all authentication and authorization attempts-including
successes and failures-are logged to /var/log/secure.
For LDAP-based administrative login issues, /var/log/secure contains:



LDAP authentication failures
PAM authentication errors
Authorization and access-denied messages
Details explaining why a remote user could not log in
Why the other options are incorrect:
/var/log/user.log is not a standard BIG-IP log file for authentication.
/var/log/ltm logs traffic management events, not user authentication.
/var/log/messages contains general system messages but not detailed authentication failure information.
Therefore, the correct log file to troubleshoot LDAP administrative login failures is /var/log/secure.

NEW QUESTION # 52 
A BIG-IP Administrator wants to allow management access only from a specific subnet. Where should this be configured?

A. System > Platform
B. Network > Self IPs (Port Lockdown)
C. System > Users
D. Network > Routes

Answer: A

Explanation:
Management access security is a primary Control Plane configuration task3.
* Management Interface Security: The BIG-IP system provides a dedicated management port that is separate from the TMM
(Traffic Management Microkernel) data interfaces4444.
* System Platform Settings: Under the System > Platform section of the Configuration Utility, an administrator can define specific IP
addresses or subnets that are permitted to access the device via SSH or HTTPS (the GUI).
* Port Lockdown Difference: While "Port Lockdown" settings under Network > Self IPs control access to the device through self-
IP addresses on data VLANs, they do not manage the security of the dedicated management port .
* Access Control Lists: For robust security, F5 recommends using the "IP Allow" or "httpd Allow" lists found in the platform settings
to prevent malicious brute-force attempts or unauthorized access from non-management networks .

NEW QUESTION # 53 
The BIG-IP Administrator runs the command:
netstat -an | grep 443
and sees the following output:
tcp 0 0 0.0.0.0:443 0.0.0.0:* LISTEN
What does this output indicate about the service on port 443? (Choose one answer)

A. The service is actively listening on all interfaces for HTTPS traffic.
B. The service is in a standby state and unable to accept connections.
C. The service indicates no connections to the LISTEN port.
D. The service is actively listening only on the loopback interface.

Answer: A

Explanation:
In netstat output:
* 0.0.0.0:443 means the service is bound to all available IPv4 interfaces on the system.
* LISTEN indicates the service is actively waiting for incoming connection requests.
Therefore, this output confirms that a service (commonly HTTPS/443, such as the BIG-IP Configuration Utility or an application
listener) is actively listening on all interfaces, making B the correct answer.
Why the other options are incorrect:
* A would show 127.0.0.1:443 if it were loopback-only.
* C is incorrect because LISTEN explicitly indicates readiness to accept connections.
* D is unrelated; standby state does not affect socket binding shown by netstat.
Hence, the correct answer is B.
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