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B #179
Why is collaboration with other security teams important in threat hunting?

A. Collaboration slows down the threat hunting process.

B. Collaboration allows for sharing of information and resources to better detect and respond to threats.
C. It is not important, as threat hunting is an individual effort.

D. Collaboration increases the risk of data breaches.
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M #180
What is an advantage of using digital fingerprints for threat actor attribution?

A. Provides real-time tracking of threat actors

B. Can be easily modified by threat actors

C. Allows for easy identification of threat actors

D. Provides unique signatures for different threat actors
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P #181
‘Which of'the following is a common technique used in threat hunting to identify anomalies in network traffic?

A. Signature-based detection
B. DNS monitoring

C. Packet capturing

D. Network segmentation

Ef#: C

HA #182
Open-source intelligence (OSINT) is commonly used in threat actor attribution to gather information from public sources such as:

A. Internal Logs
B. Social Media

C. Encrypted Messaging Apps
D. Dark Web

Ef#: B

HM #183
How can threat hunting outcomes help organizations stay ahead of evolving cyber threats?

A. By proactively identifying and mitigating potential threats

B. By minimizing visibility into the organization's security landscape
C. By avoiding investing in cybersecurity technologies and tools

D. By ignoring potential threats to focus on other priorities
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