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H #49
Which of'the following behaviors could indicate that a macro in an Office document is malicious?

(Choose two)
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A. The macro attempts to download additional files from the web.
B. The macro repeatedly saves the document to disk.

C. The macro includes comments explaining its functionality.

D. The macro interacts with system processes outside of Office.

Eﬁ: A\ D

HM #50
‘What would an analyst be looking for when examining the import address table (IAT) of a Windows PE file during malware
analysis?

A. The list of DLLs and functions that the executable will use
B. The checksum of the file for integrity verification

C. Metadata regarding the file's original creation date

D. Debugging information

EfE: A

HM #51
‘What techniques are commonly used by attackers in malicious RTF files? (Choose two)

A. Exploiting CVE-2017-0199

B. Embedding malicious URLs in RTF comments
C. Embedding shellcode in OLE objects

D. Hiding malicious code in RTF metadata

Ef: A. C

B #52
Which tool or technique is most effective for identifying whether a Windows executable is packed?

A. Running the executable in a sandbox environment
B. Using a hex editor to inspect the raw binary

C. Enmploying a packing detector tool like PEID

D. Checking the file's version information

EfE: C

ER#53
You are analyzing a malware sample and notice it uses multiple JMP instructions that lead to dead code segments, making it difficult
to follow the actual execution flow. What steps should you take to overcome this misdirection technique? (Choose three)

A. Modify the binary to change the JMP instructions to NOPs.

B. Analyze each JMP instruction to determine whether it leads to valid code.
C. Patch the binary to remove unnecessary JMP instructions.

D. Trace the stack during execution to identify valid code paths.

E. Use dynamic analysis to observe the actual execution flow of the malware.

IFf#: B. D. E
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