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EE #3206

An administrator receives reports that users cannot access a cloud-hosted web server. The access control policy was recently
updated with several new policy additions and URL filtering. What must be done to troubleshoot the issue and restore access
without sacrificing the organization's security posture?

e A. Download a PCAP of'the trafic attempts to verify the blocks and use the flexconfig objects to create a rule that allows
only the required traffic to the destination server.

e B. Create a new access control policy rule to allow ports 80 and 443 to the FQDN of'the web server.

e C. Verify the blocks using the packet capture tool and create a rule with the action monitor for the traffic.

e D. Identify the blocked traffic in the Cisco FMC connection events to validate the block, and modify the policy to allow the
traffic to the web server.

He:. D

AE #327
When using Cisco Threat Response, which phase of the Intelligence Cycle publishes the results of the investigation?

A. analysis

B. direction

C. dissemination
D. processing

¥e: C

Y.

Explanation

Disseminate: The dissemnation phase publishes the results of the investigation or threat hunt. This information is disseminated with a
focus on the receivers of the information. At the tactical level, this information feeds back into the beginning of the F3EAD model,
Find. Figure 3 illustrates the F3EAD model.

HEE #328
Which two remediation options are available when Cisco FMC is integrated with Cisco ISE?
(Choose two.)

A. port shutdown

B. dynamic null route configured
C. quarantine

D. host shutdown

E. DHCP pool disablement

e AC

MY
Firepower 6.1 Remediation module allows Firepower systemto use ISE EPS capabilities (quarantine, unquarantine, port shutdown)
as a remediation when correlation rule is matched.
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https//www.cisco.comvc/en/us/support/docs/security/identity-services-engine/2 1 0524-configure- firepower-6- 1 -pxgrid-
remediati.html

HEE #329
‘When do you need the file-size command option during troubleshooting with packet capture?

A. when capture packets exceed 32 MB

B. when capture packets exceed 10 GB

C. when capture packets are restricted from the secondary memory
D. when capture packets are less than 16 MB

HE: A

Y.
Reference: httpsy//www.cisco.convc/en/us/td/docs/security/firepower/620/configuration/guide/fpme- config- guide-
vo2/troubleshooting_the system html

EHE #330
‘Which command should be used on the Cisco FTD CLI to capture all the packets that hit an interface?

A. capture

B. capture WORD

C. capture-traffic

D. configure coredump packet-engine enable

e C

MH.

Reference:
httpss//www.cisco.comvc/en/us/td/docs/security/firepower/command _ref/
b _Command Reference for Firepower Threat Defense/ac 1.html
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