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FIRE #23

An architect is tasked with designing a new VMware software-defined data center (SDDC) solution for an online retail customer
who has a primary and secondary data center as well as 10 distribution hubs.

The customer has provided the following business requirements to help inform the design:

- The solution must support the running of up to 1,000 concurrent virtual machines across the primary and secondary data center.
- The solution must support the running of up to 20 concurrent virtual machines in each distribution hub.
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- The solution must support the separation of management and lines-of-business application virtual machines.

- Allmanagement components (including directory services, backup, autormation, operations and logging) must be deployed to the
primary data center.

- All virtual infrastructure components must have redundancy of N+1.

- All sites are connected to each other using a wide area network that has multiple diversely routed links.

- The solution should support a monthly uptime target of 99.9%.

- The recovery time objective (RTO) for the solution must be four hours.

- The recovery point objective (RPO) for the solution must be 24 hours.

Given the information from the customer, which assumption should the architect include in the design?

A. Each distribution hub should be configured with a backup device.

B. The wide area network has sufficient bandwidth to support centralized management.

C. Each cluster will have a minimum of four hosts.

D. All business application virtual machines can be deployed into a single cluster within the primary data center.

EX: B

PR #24

An architect decides to separate virtual desktops and application servers into separate vSphere clusters to meet security and
management requirements.

What are two implications of this design decision- (Choose two.)

A. There will be a reduction in performance.

B. There will be an increase in management overhead.

C. There will be additional licensing and cost requirements for both clusters.
D. Identical hardware must be procured for all hosts.

E. The patching cycles will affect both clusters at the same time.

ER: BC

fE AR A -

A: There will be an increase in management overhead. - mutltiple clusters to manage B; Identical hardware must be procured for all
hosts. - seperate clusters so hardware can be very different C: There will be a reduction in performance. - there would be a
performance increase in segregation D: The patching cycles will affect both clusters at the same time. - this is not true.

E: There will be additional licensing and cost requirements for both clusters. - process of elimination leaves this

P& #25

An architect is discussing the design of a vSphere solution with a customer. The following requirements have been defined for the
solution:

The solution must provide data encryption at rest

The solution must provide the ability to reduce the amount of storage consumed from duplicate data The solution must minimize the
amount of resources consumed by the encryption process.

The architect has made a design decision that VM Encryption will be used to meet these requirements.

Which two implications should the architect include in the design in relation to this design decision? (Choose two.)

A. Encryption is a CPU-intensive feature. Resource Pools should be used to assign shares to the encrypted VM.

B. When data is encrypted by the storage device, the effectiveness of de-duplication on the storage will be unaftected.

C. When data is encrypted by the ESXi host, the effectiveness of de-duplication on the storage may be reduced.

D. Encryption is a memory-intensive feature. The ESXi hosts should use the AES-NI BIOS setting to improve the
performance of encryption and reduce memory utilization.

e E. Encryption is a CPU-intensive feature. The ESXi hosts should use the AES-NI BIOS setting to improve the performance
of encryption and reduce CPU utilization.

ER: CE

fE R A -

AES-NI BIOS setting:

Encryption, especially VM Encryption in vSphere, is CPU-intensive because it requires the processing power to encrypt and
decrypt data. By enabling AES-NI (Advanced Encryption Standard New Instructions) in the BIOS, ESXi hosts can take advantage



of hardware-based acceleration for encryption tasks. This reduces the load on the CPU, thus improving the performance of
encryption operations and lowering CPU utilization.

De-duplication effectiveness:

When data is encrypted at the ESXi host level (via VM Encryption), the deduplication process on the storage system becomes less
effective. This is because encrypted data is presented as random data, meaning that even identical data blocks will appear different
due to encryption. Therefore, deduplication technologies that rely on identifying duplicate data blocks will not be able to achieve the
same level of efficiency when the data is encrypted at rest.

i =8 #26

An architect is designing a new vSphere-based solution for a customer.

During a requirement gathering workshop, the following information is provided:

The solution must have a primary and secondary site.

The solution must support a maximum of 1,000 concurrent workloads.

The profile of the workloads are as follows:

- Production Workloads

-- 300 x Smll: 1 vCPU, 2 GB RAM

-- 400 x Medium: 2 vCPU, 6 GB RAM

-- 100 x Large: 4 vCPU, 8 GB RAM

- Development Workloads

-- 200 x Small: 1 vCPU, 2 GB RAM

The corporate security policy states that, during normal operations, production workloads must be physically segregated from
development workloads.

All production workloads are split evenly across the primary and secondary site.

All development workloads run only within the secondary site.

In the event of a disaster affecting workloads in the primary site, the secondary site must be capable of running all production and
development workloads.

The vCPU to physical core ratio should be a maximum of 10:1 for production workloads and 20:1 for development workloads.
The solution should provide a minimum of N + 1 resiliency at each component level.

The target physical host hardware platform has already been defined by the company's hardware standards and therefore each host
has the following configuration:

-- 2 x 24 physical cores

-- 768 GB RAM

-- 2 x 100 GB SSD drives

-- 6 x 10 GbE network cards

What is the minimum number of hosts required to meet the requirements?

A0
B. 1
C.2
D.3

ER: C
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As part of a new hybrid cloud nitiative for a large financial company, the customer technical team is presenting an overview of the
current state of the infrastructure and their vision for a new solution.

The project team captures notes during the presentation and adds themto the discovery documentation.

Which of the listed statements is a design constraint?

A. The existing storage is out of maintenance

B. The maximum tolerable data loss is 10 minutes

C. The applications are created in-house with in-guest recovery protection

D. The two data center locations have a network latency of 8 ms round-trip time (RTT)

ZE: D
FRRERR A :

Customrer talks about a new Hybrid cloud solution. Therefore, vSAN comes to my mind as a great solution regarding storage and
Hybrid cloud.



Based on the following information, network latency of 8 ms RTT will be considered a design constraint.

Data Site to Data Site Network Latency :

Data site to data site network refers to the commumication between non-witness sites, in other words, sites that run virtual machines
and hold virtual machine data. Latency or RTT (Round Trip Time) between sites hosting virtual machine objects should not be
greater than Sisec (<

2.5msec one-way).

https’/core.vimware.conmvresource/vsan-stretched-cluster-guide#sec7310-sub3
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