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R #92

Given the following information, which twistcli command should be run if an administrator were to exec into a running container and
scan it from within using an access token for authentication?

* Console is located at https:/prisma-console.mydomain.local

* Token is: TOKEN VALUE


https://www.jptestking.com/CloudSec-Pro-exam.html
https://www.jpshiken.com/CloudSec-Pro_shiken.html
https://www.it-passports.com/CloudSec-Pro.html
https://www.xhs1991.com/CloudSec-Pro.html

* Report ID is: REPORTID
* Container image running is: myimage:latest

o A twistcli images scan --console-address https:/prisma-console.mydomain.local --auth-token TOKEN VALUE -
containerized -vulnerability-details REPORT ID

¢ B. twistcli images scan -address https://prisma-console.mydomain.local -token TOKEN VALUE - containerized --details
REPORT ID

e C. twistcli images scan -console-address https://prisma-console.mydomain. local -auth-token MY TOKEN -local-scan -
details myimage:latest

e D. twistcli images scan --address https:/prisma-console.mydomain.local -token TOKENVALUE - containerized -details

myimage:latest
E&: B

TR

The response from Jihe would be correct if this wasn't be run from within the container. In the question, we are running from inside
the container, and therefor there is no need to specify an image/tarball. httpsz//docs.
paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/tools/twistcli_scan_image Further down in the
documentation linked by Jihe, there is a section that shows the proper syntax when running twistcli from within a container. The
example there is almost a perfect copy of this question. Spippolo has the correct response.

$ docker run\

-v/PATH/TO/TWISTCLI DIRtools \

-¢ TW_TOKEN=<API_TOKEN>\

-e TW_CONSOLE=<COMPUTE CONSOLE>\

--entrypomnt=""\

<IMAGE NAME>\

/tools/twistcli images scan \

--containerized \

--details \

--address $STW_CONSOLE\

--token $STW_TOKEN \

<REPORT ID>

https7//docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/tools

/twistcli_scan images

B #93
A customer wants to be notified about port scanning network activities in their environment. Which policy type detects this behavior?

e A. Port Scan
e B. Anomaly
e C. Network
e D. Config

IEf#: B

R -
https://docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly- policies

R #94
You are tasked with configuring a Prisma Cloud build policy for Terraform What type of query is necessary to complete this policy?

e A Terraform

e B. YAML

e C.JSON

e D. CloudFormation



"you can also create configuration policies to scan your Infrastructure as Code (IaC) templates that are used to deploy cloud
resources. The policies used for scanning [aC templates use a JSON query instead of RQL."
httpsz/docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/create-a- policy

HH #95
Which two fields are required to configure SSO in Prisma Cloud? (Choose two.)

¢ A Identity Provider Logout URL

¢ B. Prisma Cloud Access SAML URL
e (. Identity Provider Issuer

¢ D. Certificate

_EE%: C\ D

A -

Configuring Single Sign-On (SSO) in Prisma Cloud requires the Identity Provider Issuer (Option B) and Certificate (Option C). The
Identity Provider Issuer is a unique identifier for the SSO identity provider and is used by Prisma Cloud to establish trust and validate
SSO responses. The Certificate, typically an X.509 certificate, is used to sign SSO assertions and ensure the security of the SSO
communication. The Prisma Cloud Access SAML URL (Option A) is provided by Prisma Cloud to configure the SSO on the
identity provider's side, not the other way around. The Identity Provider Logout URL (Option D) is used for single logout
configurations but is not a required field for basic SSO configuration in Prisma Cloud.

M #96
What is the fimction of the external ID when onboarding a new Amazon Web Services (AWS) account in Prisma Cloud?

e A It is the default name of the PrismaCloudApp stack.

e B. Itis a UUID that establishes a trust relationship between the Prisma Cloud account and the AWS account in order to
extract data.

e C. It is a unique identifier needed only when Monitor & Protect mode is selected.

e D. Itis the resource name for the Prisma Cloud Role.

IEf#: B

fiR .-

The external ID plays a crucial role when onboarding a new Amazon Web Services (AWS) account in Prisma Cloud. It serves as a
UUID (Universally Unique Identifier) that establishes a trust relationship between the Prisma Cloud account and the AWS account.
This trust relationship is essential for allowing Prisma Cloud to securely extract data and perform security monitoring and compliance
checks within the AWS environment.

The use of an external ID ensures that Prisma Cloud can access the necessary information from the AWS account without
compromising the security of the AWS account's credentials, adhering to the principle of least privilege and enhancing the overall
security posture.
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