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B #35

In the context of a supply chain attack involving machine learning, which of the following is a critical component that attackers may
target?

¢ A The underlying ML model and its training data.

¢ B. The physical hardware running the Al system

¢ C. The marketing materials associated with the Al product
¢ D. The user interface of the Al application

EfE: A
fEEL:


https://drive.google.com/open?id=1eRPiMBs8QzWzQdMpPMAIlgVMAhX1uiEf
https://www.goshiken.com/SISA/CSPAI-mondaishu.html
https://www.topexam.jp/CSPAI_shiken.html
https://jp.fast2test.com/CSPAI-premium-file.html
https://www.passtest.jp/CSPAI-exam.html

Supply chain attacks in ML exploit vulnerabilities in the ecosystem, with the core ML model and training data being prime targets
due to their foundational role in system behavior. Attackers might inject backdoors into pretrained models via compromised libraries
(e.g., PyTorch or TensorFlow packages) or poison datasets during sourcing, leading to manipulated outputs or data exfiltration. This
is more critical than targeting UI or hardware, as model/data compromises persist across deployments, enabling stealthy, long-term
exploits like trojan attacks. Mitigation includes verifying model provenance, using secure repositories, and conducting integrity
checks with hashing or digital signatures. In SISA guidelines, emphasis is on end-to-end supply chain auditing to prevent such
ntrusions, which could result in biased decisions or security breaches in applications like recommendation systems. Protecting these
components ensures model reliability and data confidentiality, integral to Al security posture. Exact extract: "In supply chain attacks
on machine learning, attackers critically target the underlying ML model and its training data to introduce persistent vulnerabilities."
(Reference: Cyber Security for Al by SISA Study Guide, Section on Supply Chain Risks in AL, Page 145-148).

HM #36
In line with the US Executive Order on Al, a company's Al application has encountered a security vulnerability. What should be
prioritized to align with the order's expectations?

A. Ignoring the vulnerability if it does not affect core functionalities.

B. Implementing a rapid response to address and remediate the vulnerability, followed by a review of security practices.
C. Immediate public disclosure of the vulnerability.

D. Halting all Al projects until a full investigation is complete.

Ef#: B

A -

The US Executive Order on Al emphasizes proactive risk management and robust security to ensure safe Al deployment. When a
vulnerability is detected, rapid response to remediate it, coupled with a thorough review of security practices, aligns with these
mandates by minimizing harm and preventing recurrence. This approach involves patching the issue, assessing root causes, and
updating protocols to strengthen defenses, ensuring compliance with standards like ISO 42001, which prioritizes risk mitigation in Al
systems. Public disclosure, while important, is secondary to remediation to avoid premature exposure, and halting projects is overly
disruptive unless risks are critical. Ignoring vulnerabilities contradicts responsible Al principles, risking regulatory penalties and trust
erosion. This strategy fosters accountability and aligns with governance frameworks for secure Al operations. Exact extract:
"Addressing vulnerabilities promptly through remediation and reviewing security practices is prioritized to meet the US Executive
Order's expectations for safe and secure Al systems." (Reference: Cyber Security for Al by SISA Study Guide, Section on Al
Governance and US EO Compliance, Page 165-168).

R #37
What is a potential risk of LLM plugin compromise?

¢ A. Reduced model training time

¢ B. Improved model accuracy

¢ C. Better integration with third-party tools

e D. Unauthorized access to sensitive information through compromised plugins

IEf#: D

AR :

LLM plugin compromises occur when extensions or integrations, like API-connected tools in systens such as ChatGPT plugins, are
exploited, leading to unauthorized data access or injection attacks. Attackers might hijack plugins to leak user queries, training data,
or system prompts, breaching privacy and enabling firther escalations like lateral movement in networks. This risk is amplified in
open ecosystems where plugins handle sensitive operations, necessitating vetting, sandboxing, and encryption. Unlike benefits like
accuracy gains, compromises erode trust and mvite regulatory penalties. Mitigation strategies include regular vulnerability scans,
least-privilege access, and monitoring for anomalous plugin behavior. In Al security, this highlights the need for robust plugin
architectures to prevent cascade failures. Exact extract: "A potential risk of LLM plugin compromise is unauthorized access to
sensitive information, which can lead to data breaches and privacy violations." (Reference: Cyber Security for Al by SISA Study
Guide, Section on Plugin Security n LLMs, Page 155-158).

HR #38
In what way can GenAl assist in phishing detection and prevention?



A. By relying solely on signature-based detection methods.

B. By sending automated phishing emails to test employee awareness.

C. By blocking all incoming emails to prevent any potential threats.

D. By generating realistic phishing simulations and analyzing user responses.

Ef#: D

R

GenAl bolsters phishing defenses by creating sophisticated simulation campaigns that mimic real attacks, training employees and
refining detection algorithis based on interaction data. It analyzes email content, URLS, and attachments semantically to identify
subtle manipulations, going beyond traditional filters. This dynamic method adapts to evolving tactics like Al-generated deepfakes in
emails, improving prevention through predictive modeling. Organizations benefit from reduced successful breach rates and enhanced
user education. Integration with email gateways provides real-time alerts, strengthening overall security. Exact extract: "GenAl assists
in phishing detection by generating simulations and analyzing responses, thereby preventing attacks and improving security posture."
(Reference: Cyber Security for Al by SISA Study Guide, Section on GenAl in Phishing Mitigation, Page 210-213).

HM #39
How does GenAl contribute to incident response in cybersecurity?

A. By focusing only on post-incident reporting,

B. By delaying responses to gather more data for analysis.

C. By automating playbook generation and response orchestration.
D. By manually reviewing each incident without Al assistance.

Ef#: C

fERL:

GenAl enhances incident response by dynamically generating customized playbooks based on threat intelligence and orchestrating
autormated actions like isolation or patching, It processes vast logs in real-time, correlating events to prioritize alerts and suggest
optimal responses, reducing mean time to respond (MTTR).

For complex incidents, it simulates outcomes of different strategies, aiding decision-making, This autormation frees analysts for
strategic tasks, improving efficiency and effectiveness in containing breaches. Exact extract:

"GenAl contributes to incident response by automating playbook generation and orchestration, enhancing cybersecurity operations."
(Reference: Cyber Security for Al by SISA Study Guide, Section on Al in Incident Response, Page 215-218).
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