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Q_:- An orgenizstion implemented an informatsen n-(:I:I\ nanagensen (TRM ) solution 1o preven
critical data from being copeed without pesmission and a clowd backip solution o ensure that ©
he eritseal ibsta i protected from storage Dilures

Which IRM challenge will the organization need 10 addness”

Jusisdictional conflicts
Agent conllicts
Replication restrictions
Execulion restrictions

e

Replication restrictions

Q: A data center engineer is tsked with the destruction of data on solid-
state drivies (S5Ds). The CIEMSST must crsune thiat the daty is not eble o be retrieyved
Which data destruction action should the engineer 1ake to meeet this goal?

Overw TEing
Crypto-shreddeng
Wipng
Degaussing

Crypto-shreddeng

QE An organization wants (o gather and interpret logs from its cloud environment,
Which systee should the organziation wse foe s lask?
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HE#75
Which characteristic of cloud computing refers to sharing physical assets among multiple customers?

A. Resource pooling

B. On-demand self-service
C. Measured service

D. Rapid scalability

EfE: A

R -

Resource pooling is one of the core characteristics of cloud computing defined by NIST. It refers to the provider's ability to serve
multiple customers by dynamically allocating and reallocating computing resources such as storage, processing, memory, and
network bandwidth. These resources are abstracted using virtualization, ensuring that customers remain isolated from one another
even though they share the same physical assets.

Rapid scalability describes elasticity, on-demand self-service allows users to provision resources without provider intervention, and
measured service refers to metering usage. None of these concepts directly describe the multi-tenant model of shared resources.
Resource pooling improves efficiency, reduces costs, and provides flexibility, but it also ntroduces new security considerations such
as data isolation and hypervisor security. Customers must ensure that providers implement strong controls to prevent data leakage or
cross-tenant compromnise.

HH #76
A user creates new financial documents that will be stored in the cloud. Which action should the user take before uploading the
documents to protect them against threats such as packet capture and on-path attacks?

A. Encryption

B. Hashing

C. Change tracking
D. Metadata labeling

EfE: A

fiR .-

Before transmitting sensitive financial data to the cloud, the best defense against interception threats like packet capture and man-in-
the-middle attacks isencryption. Encryption protects data in transit by converting plain text into cipher text, which can only be
deciphered with the correct keys.

Hashing provides integrity verification but does not secure confidentiality. Change tracking monitors modifications but does not
prevent interception. Metadata labeling adds context but does not protect against on-path attackers.

Using strong encryption protocols (e.g., TLS) ensures that even if traffic is intercepted, the attacker cannot read the data. Encryption
also aligns with compliance requirements such as PCI DSS, which mandates encryption for financial data during transmission. By
encrypting before upload, the user ensures end-to-end confidentiality across potentially insecure networks.

HE#77

An organization is implementing a new hybrid cloud deployment and wants all employees to provide a username, password, and
security token before accessing any of the cloud resources. Which type of security control is the organization leveraging for its
employees?

A. Authentication

B. Access control list (ACL)

C. Web application firewall (WAF)
D. Authorization
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ER: A
L

The requirement for a username, password, and security token describesauthentication-the process of verifying the identity of a user.
By requiring multiple factors (something you know + something you have), the organization is implementing multifactor authentication
(MFA).

Authorization defines what resources a user can access after authentication. WAFs protect web applications, and ACLs specify
rules for allowed or denied traffic, but neither validate user identity.

Authentication ensures that only legitimate users gain access to cloud resources. In hybrid environments, MFA is a strong safeguard
against credential theft and phishing attacks, providing assurance that identities are genuine before authorization decisions are made.

HM #78
An organization wants to ensure that all entities trust any certificate generated internally in the organization.

‘What should be used to generate these certificates?

A. Individual users' private keys

B. The organization's certificate authority server
C. Individual systems' private keys

D. The organization's certificate repository server

Ef#: B

A -

Trust i digital certificates comes from their issuance by aCertificate Authority (CA). A CA is a trusted entity that validates identities
and sigps certificates. In internal environments, organizations often operate a private CAto issue certificates for users, systens, and
services.

If certificates were generated by individual private keys or systems without central authority, there would be no unified trust chain,
and validating authenticity across the organization would be impossible. A certificate repository server only distributes certificates but
cannot establish trust.

By using an organizational CA server, all certificates are linked to a root of trust. Systens configured to trust the organization's CA
will trust any certificate it issues. This allows secure internal communications (TLS, VPN, email signing) and ensures scalability as
new services come online. It also supports compliance with enterprise PKI policies.

B #79
A security analyst is tasked with compiling a report of all people who used a system between two dates. The thorough report must
nclude information about how long and how often the system was used. Which nformation should the analyst ensure is in the report?

A. Environmental errors and 802.1x logs
B. User identifications and access timestamps
C. Informational logs and message of the day
D. User commands and error timestamps

IEf#: B

AR :

To provide a comprehensive report of system usage, the most important elements are user identifications (IDs) and access
timestamps. These data points record who accessed the system, at what time, and for how long. Together, they allow the analyst to
determine frequency and duration of use, which is essential for both operational auditing and security oversight.

Other options, such as informational logs or error logs, may provide context but do not directly answer the requirement of identifying
users and usage patterns. For instance, 802.1x logs are related to network authentication, while commands or error timestamps
reveal activity details but not the overall access history.

Collecting and analyzing IDs and timestamps supports compliance with regulatory frameworks like ISO

27001 and SOC 2, which require clear audit trails. It also provides accountability and supports nvestigations in case of unauthorized
access or misuse. By including these elements, the analyst ensures the report meets internal and external requirements for system
monitoring,

HR #80
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