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e Network Security: This section of the exam measures the skills of Security Engineers and covers core
practices for protecting network infrastructure. It includes applying firewall rules, implementing access
FEY 21 control measures, and designing secure segmentation strategies. The content emphasizes threat mitigation
techniques, secure configuration of networking devices, and adherence to compliance frameworks,

preparing professionals to safeguard both internal and external network assets effectively.
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o Network Architecture Design: This section of the exam measures the skills of Network Architects and
covers the ability to design scalable, secure, and efficient network architectures. It focuses on
understanding design principles, selecting appropriate network components, and aligning architecture

bEY 72 decisions with organizational needs. Candidates are expected to demonstrate a solid grasp of topology

planning, high-availability configurations, and integration of cloud and on-premise systens to ensure
reliability and performance.

¢ Network Operations, Monitoring, and Performance: This section of the exam measures skills of Network
Operations Specialists and covers day-to-day operational management of network environments. It

FEY 23 mvolves configuring monitoring tools, analyzing performance data, and responding to alerts. Candidates are

evaluated on their ability to maintain network health, optimize throughput, and ensure consistent uptime by

applying best practices for proactive performance tuning and operations management.

¢ Network Troubleshooting: This section of the exam measures the skills of Network Support Engineers and
covers diagnosing and resolving connectivity and performance issues across various network layers. It
. focuses on identifying root causes, using diagnostic tools, and applying systematic troubleshooting
FEvY 74 ) . . o . . .
methodologies. The goal is to ensure that professionals can minimize downtime, restore service quickly,
and prevent recurring problens by maintaining a resilient and stable network environment.
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B #34

A company is experiencing multiple switch failures. The network analyst discovers the following:
* Network recovery time is unacceptable and occurs after the shutdown of some switches.

* Some loops were detected in the network.

* No broadcast storm was detected.

Which of'the following is the most cost-effective solution?

A. Add a new Layer 3 switch.
B. Add muttiple VLANS.

C. Implement tagging,
D. Implement STP.

IEfE: D
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Comprehensive and Detailed Explanation From Exact Extract:

Spanning Tree Protocol (STP) is a Layer 2 protocol that prevents loop conditions in redundant switch topologies. It automatically
disables redundant links in a controlled way, allowing one active path at a time.

When a switch fails, STP recalculates and activates an alternate path. In this case, loops are detected, but no broadcast storms
occurred, indicating that STP is not in place or not configured properly. Implementing STP is a low-cost and effective solution to
resolve these issues.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Switching Technologies and Loop Prevention™:
"STP prevents switching loops by dynamically identifying and disabling redundant paths. When a link failure occurs, STP re-
converges to restore network connectivity."

"STP is an essential protocol in redundant Layer 2 topologies to avoid broadcast and loop issues." Other options:


https://www.passtest.jp/CompTIA/CNX-001-shiken.html
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* A. A Layer 3 switch adds routing functionality but does not prevent Layer 2 loops.
* B. VLANs segment broadcast domains but do not inherently prevent physical loops.
* D. Tagging (e.g., VLAN tagging) helps with segmentation but not with loop prevention.

H #35

A call center company provides its services through a VoIP infrastructure. Recently, the call center set up an application to manage
its documents on a cloud application. The application is causing recurring audio losses for VoIP callers. The network administrator
needs to fix the issue with the least expensive solution. Which of the following is the best approach?

A. Adding a second internet link and physically splitting voice and data networks into different routes
B. Setting up VoIP devices to use a voice codec with a higher compression rate

C. Creating two VLANS, one for voice and the other for data

D. Configuring QoS rules at the internet router to prioritize the VoIP calls

Ef#: D
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Comprehensive and Detailed Explanation From Exact Extract:

Quality of Service (QoS) rules at the internet router can prioritize VoIP traffic over other data, such as cloud document access.
VolP is sensitive to latency and jitter, and configuring QoS ensures that voice packets are prioritized during congestion. This is the
most cost-effective solution that doesn't require additional infrastructure.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Traffic Management and Prioritization™

"QoS policies are essential for ensuring that latency-sensitive traffic, such as VolP, is prioritized over other types of data, particularly
in bandwidth-limited scenarios." Other options:

* A. Adding a second internet link is effective but not cost-efficient.

* C. VLANS provide segmentation but don't guarantee bandwidth prioritization.

* D. Changing the codec may reduce bandwidth usage, but doesn't address prioritization directly.

HM #36
A partner is migrating a client from on premises to a hybrid cloud. Given the following project status information, the mitial project
timeline estimates need to be revised:

Which of the following documents needs to be revised tobestreflect the current status of the project?

A BIA

B. SOW
C.SLA
D. WBS

IEfE: D
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The Work Breakdown Structure is where each project phase and its duration are documented in detail. Since the estimated timelines
for discovery, design, implementation, and knowledge transfer have all slipped, you update the WBS to reflect the new, actual phase
durations.

B #37
A SaaS company's new service currently is being provided through four servers. The company's end users are having connection

issues, which is affecting about 25% of the connections. Which of the following ismostlikely the root cause of this issue?

e A Load balancing is configured with a health check in front of these servers, and one of these servers is unavailable.
e B. The service is using a least-connection load-balancing method with one server down.
e (. The service is using weighted load balancing with 40% of the traffic on server A, 20% on server B,
20% on server C, and server D is down.
e D. The service is using round-robin load balancing through a DNS server with one server down.

L



With simple round-robin DNS distributing 25% of requests to each of four servers, a single server outage directly causes exactly
25% of connections to fail, matching the reported impact.

E Y #38

Application development team users are having issues accessing the database server within the cloud environment. All other users
are able to use SSH to access this server without issues. The network architect reviews the following information to troubleshoot the
issue:

IPAM information:

Traceroute output from an application developer's machine with the assigned IP 192.168.2.7:

Which of'the following is themostlikely cause of the issue?

A. Network security groups do not have the correct outbound rule configured.
B. The core firewall is blocking the traffic.

C. The server segment firewall is dropping the traffic.

D. The server segiment gateway is having bandwidth issues.

IEf: C
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The traceroute from 192.168.2.7 reaches the server-segment gateway (192.168.1.1) and then the server- segment firewall
(192.168.4.1), but never progresses to the database's subnet. That indicates the firewall at

192.168.4.1 is blocking or not forwarding packets to 192.168.1.9.
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