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ACAMS CCAS Exam Syllabus Topics:

Topic Details

¢ AML Foundations for Cryptoasset and Blockchain: This section of the exam measures skills of Anti-

Money Laundering (AML) Officers and Crypto Compliance Specialists. It covers foundational knowledge
Topic 1 of AML principles tailored to the cryptoasset and blockchain environment, introducing the regulatory
landscape, typologies of financial crime, and the evolving risks associated with cryptoassets.

¢ Risk Management Prograns for Cryptoasset and Blockchain: This section measures expertise of
Compliance Managers and Risk Officers in developing and implementing risk management frameworks
specifically for the crypto sector. It includes procedures for assessing crypto-related financial crime risks,
designing controls, monitoring compliance, and adapting to emerging threats within the cryptoasset
ecosystem

Topic 2

¢ Cryptoasset and Blockchain: This domain targets Blockchain Analysts and Crypto Risk Managers. It
focuses on understanding cryptoasset technologies, blockchain fimdamentals, and their operational

Topic 3 characteristics. Candidates learn about cryptoasset transaction flows, wallets, exchanges, smart contracts,

and the challenges these present to financial crime prevention.
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Sample Questions (Q14-Q19):

NEW QUESTION # 14

An investigations manager at a cryptoasset exchange is developing an AML risk-rating framework for cryptoassets under
consideration for support by the exchange. Which criteria is most important for rating the residual AML risk of a particular
cryptoasset?

A. Whether the blockchain of the asset is public or private

B. The profitability of the cryptoasset for the exchange's business
C. The number of other exchanges that support the cryptoasset
D. How the cryptoasset will be monitored for unusual activity

Answer: D

Explanation:

The ability to monitor the cryptoasset for unusual activity directly impacts the residual AML risk, as effective monitoring enables
detection and prevention of illicit transactions. Even if a blockchain is public or private (A), or the asset is profitable (B), the lack of
proper monitoring mechanisims increases risk. The number of exchanges supporting the asset (D) is less significant than monitoring
capability.

AML frameworks and DFSA guidance stress that risk mitigation depends heavily on effective transaction monitoring.

NEW QUESTION # 15
In cryptoasset compliance, "integration” refers to:

A. Mixing crypto to hide origins.

B. Staking assets to earn rewards.

C. Converting illicit crypto into fiat or legitimate assets.
D. Transferring crypto between wallets.

Answer: C

Explanation:
Integration is the final stage of money laundering, where illicit funds re-enter the economy appearing legitimate - €.g., converting
crypto into fiat via exchanges or buying assets.

NEW QUESTION # 16
Which is an accurate description of a Decentralized Autonomous Organization (DAQO)?

A. DAOs are decentralized blockchain organizations that require managerial activity by humans.

B. DAOs are cryptocurrency finds in which the board of directors submit their votes using blockchain technology.
C. DAOs are decentralized blockchain technologies that use traditional contracts instead of smart contracts.

D. DAOs are organizational structures through which how a protocol will operate is determined by a group of actors.

Answer: D

Explanation:

DAOs are decentralized organizational structures where protocol governance and operational decisions are made collectively by
token holders or participants rather than centralized management. This group voting and consensus determine how the protocol
functions.

DAOs do not rely on traditional contracts (D) nor necessarily require ongoing human managerial control (A). They are not simply
finds with boards voting (C) but represent decentralized governance mechanisis.

NEW QUESTION # 17
‘What is the correct risk assessment equation used in AML/CFT compliance frameworks, including for cryptoasset risk evaluations?

o A. Inherent Risk - Control Effectiveness = Residual Risk
e B. Residual Risk + Control Effectiveness = Inherent Risk
e (. Inherent Risk + Control Effectiveness = Residual Risk



e D. Inherent Risk - Residual Risk = Control Effectiveness
Answer: A

Explanation:

In risk-based AML/CFT programs - including those applied to Virtual Asset Service Providers (VASPs) - risk assessment
determines the remaining exposure after applying mitigating measures.

Inherent Risk: The natural level of risk before applying any controls, based on factors like customer profile, transaction patterns, and
jurisdiction.

Control Effectiveness: The degree to which implemented controls (e.g., CDD, EDD, sanctions screening, blockchain analytics)
reduce risk.

Residual Risk: The risk that remains after controls are applied and is the level an organization must either accept, reduce further, or
avoid.

The standard formula is:

Inherent Risk - Control Effectiveness = Residual Risk

This equation is emphasized in FATF's risk-based approach guidance and reinforced in DIFC (DFSA) and ADGM (FSRA) AML
rules to ensure ongoing monitoring and governance oversight of remaining risks.

NEW QUESTION # 18
‘What methods do criminals use to avoid clustering of crypto wallet addresses?

A. The cryptoassets are moved to the exchange after a large number of hops within a short period of time.

B. A small portion of cryptoassets is moved to an exchange, and the rest remain in the wallet.

C. After receiving a large volume of crypto payments in the wallet, they are left there for a long period of time.
D. The address receives a large amount of cryptocurrency from another wallet address.

Answer: A

Explanation:

Crimnals often move cryptoassets through multiple intermediary wallets (many "hops") rapidly to obfuscate the transaction trail and
avoid clustering, which blockchain analytics use to link related addresses.

Simply receiving large amounts (A), holding assets (B), or splitting movements (D) are less effective at preventing clustering,

NEW QUESTION # 19
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